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Preface

Preface

About this User's Guide

This user's guide is written for system integrators, IT professionals, and
knowledgeable end users who intend to configure the IPMI settings supported by the
Nuvoton WPCM450/ASPEED AST2400 BMC Controller embedded in Supermicro
motherboards. It provides detailed information on how to configure the IPMI settings
supported by the WPCM450/AST2400 controller.

# Note: Nuvoton Technology is a subsidiary of Winbond Corp.

User's Guide Organization

Chapter 1 provides an overview on the Nuvoton WPCM450/ASPEED AST2400
controller. It also introduces the features and the functionality of IPMI.

Chapter 2 provides detailed instructions on how to configure the IPMI settings
supported by the WPCM450/AST2400 controller.

Chapter 3 provides the answers to frequently asked questions.

Conventions Used in This User's Guide

Pay special attention to the following symbols for proper IPMI configuration.

/\ Warning: Important information given to avoid IPMI configuration errors,

# Note: Additional information given to ensure correct IPMI configuration
setup.
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Chapter 1: Introduction

Chapter 1

Introduction

1-1 Overview of the Nuvoton WPCM450 BMC Controller

The Nuvoton WPCM450 Baseboard Management Controller (BMC) is for the X9
series motherboards. It supports PCle-based 2D VGA Graphics cores, multimedia
virtualization, and Keyboard/Video/Mouse Redirection (KVMR). The WPCM450
controller is ideal for networking management.

The WPCM450 interfaces with the host system via PCI connections to communicate
with the Graphics core. It supports USB 2.0 and 3.0 for remote KVM emulation.
It also provides LPC interface support to control Super IO functions. The BMC is
connected to the network via an external Ethernet PHY module or shared NCSI
connections.

The WPCM450 communicates with onboard components via SMBus interface, PECI
(Platform Environment Control Interface) buses, and General Purpose 10 ports.

WPCM450 DDR2/DDR3 Memory Interface

The WPCM450 controller supports DDR2/DDR3 memory with a speed of up to
400MHz. The controller supports 128 MB of memory which is shared between the
BMC and onboard graphics card. For best signal integrity, the WPCM450 provides
point-to-point connections.

WPCM450 PCI System Interface

The WPCM450 provides 32-bit, 33 MHz 3.3V PCl interface, which is compliant with
PCI Local Bus Specification Rev. 3.0. The PCIl system interface connects to the
onboard PCI Bridge and is used by the graphics controller.

1-1
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WPCM450 Block Diagram

The following diagram represents a typical system setup for the WPCM450 con-
troller.
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# Note: This block diagram is for the X9 series motherboards.

1-2



Chapter 1: Introduction

1-2 Overview of the ASPEED AST2400 BMC Controller

The ASPEED AST2400 Baseboard Management Controller (BMC) is for the X10
series motherboards. It supports a 64-bit 2D Graphics Accelerator with 64/32 bit
memory space and 16-bit /0O space. It includes Keyboard/Video/Mouse Redirec-
tion (KVMR).

The AST2400 interfaces with the host system via PCI connections to communicate
with the Graphics core. It supports USB 1.1 and 2.0 for remote KVM emulation.
It also provides LPC interface support to control Super 10 functions. The BMC is
connected to the network via an external Ethernet PHY module or a shared NCSI
connection.

The AST2400 provides a 32-bit, 33 MHz PCI bus interface that complies with PCI
2.3 specfication. The PCI-E bus controller connects to the VGA Controller, which
allows for direct communication with the 2D Graphics Engine, SPI Host Controller,
and P2A Bridge.

AST2400 DDR2/DDR3 Memory Interface

The AST2400 controller supports DDR2/DDR3 SDRAM memory with a speed
of up to 400MHz and 512 MB of memory. It includes an external 16-bit DDR2/
DDR3 SDRAM data bus width and an internal 64-bit DRAM data bus width. The
following DDR2 DRAM types are supported: 32MBx16, 64Mbx16, 128MBx16, and
256MBx16. The AST2400 also supports Error-Correction Check (ECC) with no extra
external memory cost when ECC is enabled.
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AST2400 Block Diagram

The following diagram represents a typical system setup for the AST2400 controller.

CPU
i System Memory
Dedicated NIC (optional) North
Bridge
USB 1.1 Host
RMII/ T i
RGMI PCIE 1X Bus
- < USB Bus 2.0 & 1.1 South
AST2400 us2081 out
LPCB Bridge
FLASH us

N

S L > UART (x3~x5)
ReB L >sbx2)

ADC (x16) NC-SI/RMI

COM (x2)

RJ45

Shared NIC

? Note: This block diagram is for the X10 series motherboards.
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10.
1.
12.
13.
14.
15.
16.
17.
18.
19.
20.
21.
22.
23.
24.
25.
26.
27.

Supermicro IPMI Features

Remote KVM (graphics) console

Virtual Media and ISO images

Remote server power control

Remote Serial over LAN (text console)

Event Log support

Automatic Notification and Alerts (SNMP and email)
Hardware Monitoring

Overall health display on the main page

Out of band management through shared or dedicated LAN
Option to change LAN connection interface at Runtime
VLAN

RMCP & RMCP+ protocols supported

SMASH/CLP

Secure command line interface (SSH) and Telnet
WSMAN and WS-CIM

RADIUS authentication support

Secure browser interface (Secure socket layer - SSL support)
Lightweight Directory Access Protocol (LDAP) supported
DCMI 1.0 support

Backup and restore the configuration file

Factory defaults from web support

Video quality settings

Record video and play

Server data/information

Preview of the remote screen on the main page

Update Firmware through browser and OS

OS-independent
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1-4 Introduction to the IPMI Platform

The Intelligent Platform Management Interface (IPMI) provides remote access to
multiple users at different locations for networking. It also allows a system admin-
istrator to monitor system health and manage computer events remotely.

IPMI operates independently from the operating system. When used with an IPMI
Management utility installed on the motherboard, the WPCM450/AST2400 BMC
Controller will connect the South Bridge to other onboard components, providing
remote network interface via serial links. With the WPCM450/AST2400 controller
and the IPMI firmware built in, the Supermicro motherboard allows the user to ac-
cess, monitor, diagnose, and manage a remote server via Console Redirection. It
also provides remote access to multiple users from different locations for system
maintenance and management.

1-5 Supported Motherboards

Please refer to the motherboard product page at www.supermicro.com to see if
your motherboard supports IPMI.

1-6 An Important Note to the User

The graphics shown in this user's guide were based on the latest information
available at the time of publishing of this guide. The IPMI screens shown on your
computer may or may not look exactly like the screen shown in this user's guide.
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Chapter 2

Configuring the IPMI Settings

With the Nuvoton WPCM450/ASPEED AST2400 BMC Controller and the IPMIView
firmware built in, Supermicro motherboards allow the user to access, monitor,
manage and interface with multiple systems in different remote locations. The
necessary firmware for accessing and configuring the IPMI settings are available
on Supermicro website at http://www.supermicro.com/products/nfo/ipmi.cfm. This
section provides detailed information on how to configure the IPMI settings.

2-1 Configuring BIOS

Before configuring IPMI, follow the instructions below to configure the system BIOS
settings.

A. Entering and Using the BIOS

1. During the system bootup, press the <Del> key to enter the BIOS.

2. To navigate in the BIOS, use your arrow keys and press <Enter>. To go back
to previous screens, press <Esc>.

21
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B. Enabling the COM port for SOL (IPMI)

1. Select the Advanced tab.
2. Select Serial Port Console Redirection and press <Enter>.

3. Highlight SOL/COM2 Console Redirection, press <Enter> and select
[Enabled].

etup Utility - Co

ole Redirection [Enabled]
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C. Enabling All Onboard USB Ports

1. Select the Advanced tab.
2. Select Chipset Configuration and press <Enter>.
3. Select South Bridge and press <Enter>.

4. Highlight USB 3.0 Support, press <Enter> and select [Enabled].

Aptio p Utility - Cop
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D. Configuring IP Address Using the BIOS

1. Select the IPMI tab.
2. Select BMC Network Configuration and press <Enter>.

3. Highlight Update IPMI LAN Configuration, press <Enter> and select [Yes].

Update IPMI LAW

4. Highlight Configuration Address Source and select [Static].

p Utility - Co

[DHGF]
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Once the Configuration Address Source is set to [Static], the Station IP Ad-
dress, Subnet Mask and Gateway IP Address fields should be 0.0.0.0, which
is activated for changing. Select each of the three items and enter the values.
Press <Enter> when finished.

etup Utility - Co
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2-2 Configuring the IP/MAC Addresses for Remote
Servers

¥ Note: The DHCP (Dynamic Host Configuration Protocol) is on by default.
To change the manufacturer default setting, please use the ipmicfg utility
or the BIOS Setup utility.

Using the IPMICFG Utility to Set the IP Addresses for
Remote Servers

1. Run the ipmicfg utility. You can get this from the Supermicro website at www.
supermicro.com or from the Supermicro ftp site at ftp:/ftp.supermicro.com/
utility/IPMICFG/.

2. Follow the instructions given in the readme.txt file to configure Gateway IP/
Netmask IP addresses, enable/disable DHCP, and configure other IPMI set-
tings.

IPMICFG Version 1.20.3 © 2014 Super Micro Computer, Inc.
Usage: IPMICFG Parameters

-m Show IP and MAC
-m IP Set IP (format: ### #H i i)
-a MAC Set MAC (format: ##:##:## #H H #)
-k Show Subnet Mask
-k Mask Set Subnet Mask (format: ### . #H# #HH #HHE)
-dhcp Get the DHCP status
-dhcp on Enable the DHCP
-dhcp off Disable the DHCP
-g Show Gateway IP
-g IP Set Gateway IP (format: ##H# ##H ## #iHt)
-garp on Enable the Gratuitous ARP
-garp off Disable the Gratuitous ARP
-fd Reset to the factory default
-fdl Reset IPMI to the factory default (CLEAN LAN)
-fde Reset to the factory default (clear FRU and LAN)
-ver Get Firmware revision
-vlan Get VLAN status
-vlan on [VLANtag] Enable the VLAN and set the VLAN tag.
If VLANtag is not given it uses previously saved value.

2-6
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-vlan off Disable the VLAN

-raw Send a RAW IPMI request and print response.
-fan Get fan mode

-fan <mode> Set fan mode

-nm nmsdr Display NM SDR

-nm seltime Get SEL time

-nm deviceid Get ME device ID

-nm reset Reboot ME

-nm reset2default

Force ME reset to default

-nm updatemode

Force ME to update mode

-nm selftest

Get self-test results

-nm listimagesinfo

List ME image information

-nm oemgetpower

OEN power command for ME

-nm oemgettemp

OEM temp. commance for ME

-nm pstate Get max. allowed CPU P-state
-nm tstate Get max. allowed CPU T-state
-nmcpumemtemp Get CPU/memory temperature

-nm hostcpudata

Get host CPU data

-pminfo Power-supply PMBus health
-psfruinfo Power-supply FRU health
-psbbpinfo Battery backup power status

-autodischarge

<module><day>

Set auto discharge by days

-discharge <module>

Manually discharge battery

-user list List user privilege information
-user help Show user privilege code
-user add <user id> Add user

<username> <pass-

word> <privilege>

-user del <user id> Delete user

-user level <user id>

<privilege>

Update user privilege

-user setpwd <user id>
<password>

Update user password

-conf upload <file>

<option>

Upload IPMI configuration from binary file

-conf download <file>

Download IPMI configuration to binary file
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-conf tupload <file>

<option>

Upload IPMI configuration from text file

-conf tdownload <file>

Download IPMI configuration to text file

-sdr

Show SDR records and reading

-sdr del <SDR ID>

Delete SDR record

-sdr ver [<V1> <V2>]

Get/Set SDR version (V1 V2 are BCD format)

-sel info

Show SEL info

-sel list Show SEL records

-sel raw Show SEL raw data

-sel del Delete all SEL records

-fru info Show FRU inventory area Info
-fru list Show all FRU values

-fru help Show help of FRU Write

-fru cthelp Show chassis type code

-fru <Field> Show FRU field value

-fru <Field> <Value>

Write FRU

-fru 1m Update FRU product manufacturer from DMITable

-fru 1p Update FRU product name from DMITable

-fru 1s Update FRU product S/N from DMITable

-fru 2m Update FRU board manufacturer from DMITable

-fru 2p Update FRU board product name from DMITable

-fru 2s Update FRU board S/N from DMITable(sdc.exe needed)
-fru 3s Update FRU chassis S/N from DMITable

-fru backup <file>

Backup FRU to bin file

-fru restore <file>

Restore FRU from bin file

-fru tbackup <file>

Backup FRU to text file

-fru trestore <file>

Restore FRU from text file

-fru ver <V1> <Vv2>

Get/Set FRU version (V1, V2 are BCD format)

-fru dmi <$1> <$2>
<$3> <$4> <$5>
<$6> <$7> <$8>
<$9> <$10> <$11>
<$12> <$13> <$14>

$1 Product manufacturer name
$2 Product name

$3 Product part number

$4 Product version

$5 Product serial number

$6 Product asset tag

$7 Board manufacturing date/time
$8 Board manufacturer name
$9 Board product name

$10 Board part number

$11 Board serial number

$12 Chassis type

$13 Chassis part number

$14 Chassis serial number
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Connecting to the Remote Server

Using IPMIView to Connect to the Remote Server

Connect a LAN cable to the onboard LAN1 port or the dedicated IPMI LAN
port.

Choose a computer that is connected to the same network and open the
IPMIView utility.

Go to File>New>System. Enter the System Name, IP Address of LAN1 (or
the dedicated LAN, and the Description in the appropriate fields, and press
<Enter>.

Select the system from the IPMI Domain. Enter the Login ID and Password in
the appropriate fields to log in to the IPMIView utility.

Using the Browser to Connect to the Remote Server
Connect a LAN cable to the onboard LAN1 port or the IPMI LAN port.

Choose a computer that is connected to the same network and open the
browser.

Enter the IP address of each server that you want to connect to in the ad-
dress bar of your browser.

Once the connection is made, the Login screen as shown on the next page
will display.

7 Notes:

1. The default network setting is "Failover", which will allow the IPMI to
connect to the network through a shared LAN port (onboard LAN Port 1 or
0) or through the IPMI Dedicated LAN Port. If the IPMI must be connected
through a specific port, please change the LAN configuration setting under
the Network Settings.

2. For IPMI to work properly, please enable all onboard USB ports and the
COM port designated for SOL (IPMI) on the motherboard. All USB ports
and the COM port for IPMI are enabled in the system BIOS by default.
The COM port for IPMI is marked with "*" in the BIOS. It is usually listed
as COM2 or COM3 in the BIOS. Refer to Section 2-1 Configuring BIOS
for more information.
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2-4 Accessing the Remote Server via Console
Redirection Using the Browser

To Log In to the Remote Console
Once you are connected to the remote server via IPMI Console Redirection, the
following IPMI Login screen will display.

‘SUPERMICR.

Username

Please Login

Password

S Loca ntanet| rotected Node Off iv R v

1. Enter your username in the Username box.

¥ Note: The manufacturer default username and password are ADMIN/ADMIN.
Once you have logged into the BMC using the manufacturer default password,
be sure to change your password for security purpose.

2. Enter your password in the Password box and click on <Login>.
3. The home page will display as shown on the next page.

” Note 1: To use the IPMIView utility for Console Redirection, please refer to the
IPMIView User's Guide for instructions.

Note 2: The Administrator account cannot be deleted.
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2.5 |IPMI Main Screen

The IPMI Main screen displays the following information.

®

@ criticalQRerresh@vogout English  ~

Host Identification:
Server: 172031035013
User__ ADMIN

(Gurerracge

System

(Administrator)

Server Health Configuration Remote Control Virtual Media Maintenance Miscellaneous

®‘—> © system @ © Summary I

@ Help : Summary
“This page displays the

© FRUReading Fimware Revision: 0189 1P acaress 172031035013 ollowing s
Firmware Build Time : 02/11/2015 BMC MAC address : 00:25:90e:26:75 information.
© Hartvare wormaton 108 verion: 1.1 System LANT HAG adess :0025901c0304 + rmre

Remote Console Preview « BIOS Version/Build
Refresh Preview image Time
o IP Address

o BMC/System MAC
Address

« Preview Screen

« Lunch Console: This
feature allows the user
tolaunch the remote
console by clicking a
preview screen.

Power Controlvia IPH)

Hostis currently on
PowerDown | [ Reset

1t © 2014 Super Micro Computer,

The IPMI Main screen displays system information, including the following:

1. The Menu bar: The menu bar on the top displays System Information, Server
Health, Configuration, Remote Control, Virtual Media, Maintenance, Miscel-
laneous, and Help. Click an item on the menu bar to access an IPMI feature
and configure its settings.

2. The System window: This window displays the System submenu items. Click
an item in this window to configure the following settings.

3. FRU Reading: This page details the FRU (Field Replaceable Unit) informa-
tion. Click on "FRU Reading" to display this information.

4. Hardware Information: This page shows the hardware architecture. Click on
"Hardware Information" to display the following information:

® System
® Manufacturer
® Product Name

® Serial No.
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® BIOS
® \endor
® \ersion
® Release
* CPU
® CPU1
® CPU2
°* DIMM
® Shows the slots that are occupied by DIMM modules

(e.g. P1-DIMMA1, P2-DIMME1)

® Power Supply
® Upper Slot
® Lower Slot
5. Language Select: From the pull-down menu, select a language.
® English
® Japanese

6. Summary: This field provides the following information:

® Firmware Revision
® Firmware Build Time
® BIOS Versionw

® BIOS Build Time

® |P Address

® BMC MAC Address

® System LAN MAC Address (all available LANs)
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® Remote Console Preview - a display of the remote system (the host ma-
chine) running at the specified IP address

7. Power Control via IPMI: This field provides options for powering on and off
the host sytem.

® Power On: Click this button to power on the host system.

® Power Down: Click this button to power off the host system.

® Reset: Click this button to reset the host system.

8. Click on the <Help> tab to display the Help menu. The menu displays the
following information:

® Firmware Revision/Buiild Time

® BIOS Version/Build Time

® |P Address

® BMC/SystemMAC Address

® Preview Screen

® |aunch Console: This feature allows the user to launch the remote console
by clicking a preview screen.
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2.6 Server Health

This feature allows the user to set Server Health settings. When you click on Server
Health in the Options window, the following screen will display:

Host [dentification:
Server: 172031035013
User ___ADMIN

@ critical@retresh@voqout English  ~

(dministrator)

Server Health

Configuration

(‘D-—> © server Health © Server Health

© sensor Readings

Remote Control __ Virtual Media. Maintenance Miscelaneous | Help |

@ Help : Server Health
i estue alows the user

This section shows you data related to the server's health,

© EventLog ®  Sensor Readings - See the readings fromthe various sensors.
© power consumpton = EventLog :See the everts writen o e event og
© Pover source

© storage Monitoring

© e 550

1. This section shows data related to the server's health, such as sensor read-
ings and the event logs.

® Sensor Readings: See readings from various sensors
® Event Log: See events written to the event log

2. Click on the <Help> tab to display the Help menu. The menu displays infor-
mation relating to the server's health.
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2.6.1 Sensor Readings

This page displays system sensor readings for the remote console. When you
click on Sensor Readings in the Options window, the following screen will display:

§ Host Identifcation: ,
SUPERMICR® Server: 172031035013 © critcaQRetresh@Logout English  ~
User.__ADUIN __(Administrator)
| system Server Health Configuration Remote Control _Virtual Media Waintenance Miscellaneous Help

Help : Sensor -
© server Health © Sensor Readings ) Readings
( ) 1. Fromthe pulldown
© sensor Readings. 3 5
. sensor bpe
© EventLog = o (categon). The
CmED options include the:
© Power consumption folowing’
2. Asenor color thatis
Select a sensorfpe category: 2 displayed in front of
© Power Source ‘i \ ﬁ or Readings: 55 sensors a sensorindicates
1) isensors - the status ofthe
© Storage Monitoring Name Status Reading «
W cruiTemp Normal 27 degrees C E| £
Y Pyt Nomal 0 gemeesc k| o Green: tindicates
u emp orma egrees atine sensor
o—————P W rorrem Normal 38 degrees C e
W ssemrem Nomal 21 degrees G The system
B Feronerai Temp Normal 33 cegrees C funcions nomally
W voorvRuTemp Normal 25 gegrees C + Amber: There s
W RiTem Normal 28 degrees C
VmemABVRM
| Normal 25 degrees
VmemCOVRM 9 prope
sensors have
Refresh || Show Thresholds Intrusion Reset reached the critical
state. Immediate
adtion s needed o
tesave the problem,
3. [Name]: This column
displays the names
ofthe sensors that
are currenty active in
system mornitring
including system
temperature, CPU
femperalure. fan
speeds, CPUcore |~

1. From the pull-down menu, select a sensor type (category). The options
include the following:

® All Sensors

® Temperature Sensors

® \/oltage Sensors

® Fan Sensors

® Power Supply

® Other Units-based Sensor

2. A sensor color that is displayed in front of an sensor indicates the status of
the sensor.

® Green: It indicates that the sensor reading is normal. The system functions
normally.

® Amber: There is an alert on the sensor reading. Attention is needed to ensure
that the system is functioning properly.
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® Red: One or more sensors have reached the critical state. Immediate action is
needed to resolve the problem.

® No Color: There is no sensor reading.

3. Name: This column displays the names of the sensors that are currently ac-
tive in system monitoring, including system temperature, CPU temperature,
fan speeds, CPU core voltages, +3.3Vcc, and +12V voltage monitoring.

4. Status: This column indicates the status of each sensor reading.
5. Reading: This column indicates the reading of each sensor.

6. Refresh: Click this item to refresh the page.

7. Show Thresholds: Click this item to display senor thresholds.

8. Click on the <Help> tab to display the Help menu. The menu displays the
following information:

® An explanation of the green, amber, and red sensors.
® An explanation of each column on the page.

® The functions of each button on the page.

2-16



Chapter 2: Configuring BMC/IPMI Settings

2.6.2 Event Log

This page displays a record of critical system monitoring events. The event log
indicates the time when a critical condition had occurred and when this condition
was resolved. You can choose a specific event category from the pull-down menu
to display events included in this category. When you click on Event Log in the
Options window, the following screen will display:

Host Identification:

UPERMICRS Server: 172.031.035.013 @ criticalQRetresn@Logout Engish  ~
C User:

ADMIN___(Administrator)

system Semerealh  Confguaon  RemoloConirol  VirualMedia  Manionance  Miscolaneous Help |

© serverHealth © Event Log @ Help : Event Log

“This page displays a record
© sensor Readings of critical system monitoring

For mora special sventog setings, please ik here evens. The eventlog
© EventLog P 9 setings. o here @ Indicates the time when a

© power consumption

-
or e v, and aio sort therm by leking o & ok header. can choose a spedifc evnt
© Power source categoryrom the pul-down

© storage Monitoring includedin tis category
Selectan eventlog category:
) - - o [Sensor-Specifc
1) deens = Event Log: Max= 512, Used= 1 (event entries) e
Eventld - Time Stamp - Sensor Name SensorType - Description logs are generated by
Physical he BMC ifthe sensors
Scurty General Chassis Infrusion - reading feaches the
(Chassis eron hresholc
Intuusion) BI0S Generated
Events] These event
logs are generated by
he EI0S and logged o

© nvire ssp

P -

o [System Management

S —
ow s

1. Event Log Category: From the pull-down menu, select an event category to
display.

® Sensor-Specific Events: These event logs are generated by the BMC if the
sensor's reading reaches the threshold.

® BIOS-Generated Events: These event logs are generated by the BIOS and
logged to the BMC.

® System Management Software Events: These events logs are generated by the
OS, application software, etc., and logged to the BMC.

® All Events: This category includes all the above event logs.
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In addition to the events listed on the previous page, it is normal to see boot-up
and shutdown events generated by the installed system software (OS). The table
below lists examples of these types of events.

Sensor Type | Event
OS Boot A: boot completed

C: boot completed

PXE boot completed

Diagnostic boot completed
CD-ROM boot completed
ROM boot completed

Boot completed - boot device not specified

OS Stop/Shut- Stop during OS load/initialization, Unexpected error dur-
down ing system startup, Stopped waiting for input or power
cycle/reset

Run-time stop (a.k.a 'core dump', 'blue screen')

OS graceful stop (system powered up, but normal OS
operation has shut down and system is awaiting reset
pushbutton, power cycle or other external input)

2. Click on <here> to see more special event log settings. You will see the an
option to enable AC Power On Event Log. Check the box to enable the option
and click on <Save>.

© Event Log - Advanced Settings

Check the box below to enable the event log when ac power on. Press the Save button to save your changes.

[Tl Enanle AC Power On Event Log

Cancel
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Click on the <Help> tab to display the Help menu. The menu displays infor-
mation for the following features:

[Sensor-Specific Events]
[BIOS-Generated Events]
[System Mangement Software Events]

[All Events]
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2.6.3 Power Consumption

This page displays the Maximum, Minimum and Average power consumption in the
last hour, day and week. When you click on Power Consumption in the Options
window, the following screen will display:

? Note: The Power Consumption feature is not available on all systems.

Host Identification:
Server: 172.031035.013
User __ADMIN ___(Administrator)

éUPBRMICRD

System

@ critcalRetrest@Logout Engiish  ~

Server Health Configuration

Remote Control

Virtual Media Maintenance Miscellaneous. Help

© server Health © Power consumption (4)) Hetp: Power
Consumption
© sensorReadings
consuon 1. Estimate remaining
Stentiog ooy o o peeen
© Power consumption o
Oroversowes (1) Estimato romaining 58P runtme: 0 se (o Batay e syt p PR
A consumption (one hour,
© storage Monitoring b I CRIETNLES
@ e . s wton) 9
© e ssp
Peakname Value Time
The Highest Peak (W) 8280 201503116 170049
The Lowest Peak (W) 0 201504113 16:11:56

Power Statistics ©  Last Hour Time past 24 Hr
Average (W) 110 None 135

B vnimm 108 20150414 084618 o 20150
Maxmum (W) 126 2015/04/14 09:44:20 234 201500

1. Estimate remaining BBP run time: Displays the battery backup power run
time.

2. The highest and lowest peak: Displays the highest and lowest peak of power
consumption.

3. Power consumption graph and history: Displays the average, minimum and
maximum power consumption of the past hour and week.

4. Click on the <Help> tab to display the Help menu. The menu displays the
following information:

® The estimated BBP run time.

® Power consumption for one hour, day, and week.
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2.6.4 Power Source

This page displays the power source information. When you click on Power Source
in the Options window, the following screen will display:

# Note: The Power Source feature is not available on all systems.

Host Identiication
Server: 172031035013
User: __ADMIN

=

system

@ criticalQRetresh@Logout English  ~

(Administrator)

Server Health

Configuration

Remote Control Virtual Media Maintenance Miscellaneous Help

© server Health © Power Source Monitoring @ Help : Power Source
P— Power Source Seting
1. Power Supply & BEP
et Lo i page dsplays power saurce nformstn information
© eventLog 2 SetBEP gracetul
shutdown tim
© Power consumption (minutes) when power
supplies are allost
& Pover Source @ BBP Setting
& storage Monitoring Auto Discharge Timer 0 Enable Disable In Days (Default is 30, max s
s3days)
© nvwe ssp Manual Discharge 0 Enadle  Disable =
Auto Discharge Timer 1 Enable Disable In Days (Default is 30, maxis
63days)
Wanual Discharge 1 Enatle * Disable
Auto Discharge Timer 2 Enable Disable In Days (Defaultis 30, maxis
63days)
Manusl Discharge 2 Enadls  Disadle
Juto Discharge Timer 3 Enatle * Disable In || Days (Defaultis 30, maxis
s3days)
Manusl Discharge 3 Enable  Disable

‘Timeout Value for graceful

‘ =
@ e © ensvle ® Dssble 0 (seconas) [_Save

Estimate remaining BBP run time : 0 sec

@ Slot 2 Status
staus Pavier Supply OK

AC InputVoltage 120)
AC Input Current 1,093 (4)
DC 12V Output Voltage 12 2

Copyright © 2014 Super Hicro Computer, inc.

1. BBP Setting: Displays the battery backup power settings. You can enable or
disable the graceful shutdown and specify the timeout value (in seconds).

2. Timeout Value for graceful shutdown: This feature allows you to enable or dis-
able a graceful shutdown. Specify the timeout value in seconds.

3. Slot 2 Status: Displays the following information for the indicated slot:
® Status
® AC Input Voltage
® AC Input Current
® DC 12V OUtput Voltage
® DC 12VOUtput Current
® Temperature 1

® Temperature 2
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® Fan1

® Fan?2

® DC 12V Output Power

® AC Input Power

® PWS Serial Number

4. Click on the <Help> tab to display the Help menu. The menu displays details
on the power source settings:
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2.6.5 Storage Monitoring

This page displays the storage information and status. When you click on Storage
Monitoring in the Options window, the following screen will display:

7 Note: The Store Monitoring feature is not available on all systems.

émﬂ Server: 172.031.036.050 @ NormalQDRetresh@Logout Engiish  ~

User:  ADMIN___(Administrator )

System i Virtual Media Maintenance Miscellaneous Help

© serverHealth © Storage Monitoring

© Sensor Readings
See the storage formaton and status
© EventLog

© Pouer consumption

& Pouer Source @ Physical View: © Logical View:
Select a storage category Physical Drive:0-23  ~
© storags Monitoring

Physical Drive:0
Staus: Not present

Physical Drive:l @
Starus: Notpresent

Physical Drive:2
Staus: Not present

‘Physical Drive:3

Stams: Not preseat.
Physical Drive:d.
Status: Not present.

‘Physical Drive:s

Stams: Not preseat.

1. Click on <Physical View> or <Logical View>.

2. If you have clicked on <Physical View>, select the physical drive from the
drop-down menu to view the drive numbers and their status. If you have
clicked on <Logical View>, select logical volume from the drop-down menu to
view the logical volumes and their status.
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2.6.6 NVMe SSD

This page displays the NVMe SSD information and status. When you click on NVMe
SSD in the Options window, the following screen will display:

7 Note: The NVMe SSD feature is not available on all systems.

. Host Identification X
SUPERMICR® Server: 172031035.013 @ critical@Retresi@Logout English  ~
User: _ADMIN __(Administrator)
System Server Health Configuration Remote Control _ Virtual Media Maintenance Miscellaneous Help
© server Health © NVMe sSD @ Help : NVMe SSD
© sensor Readings NVMe $SD

This page dispiays NVMe SSO information.

[Device] The device bus.
© kventLog which NVIte ives are

on
[Slot#;The slot Which

2
© Power consumption @ Locate ! Stop Locate SSD NVMe drives are on
3. [LocateThe NVMe drive
© Power Source Device:0 »|Siot:0 ~ Stop locate | Eject | location by LED biinking
4. [Stop Locate].Tum of
the LED binking
© storage Monitoring CPLD Versioneg 19 5 AR
[ | Slot0 Operating System thata
© nme ssp Status Present NVHe diive is safely
elected
Temperature: 36 degrees C 6. [nseriAn Acknowledge
Class Code: 020801 to Operating System
Vengor 1D 085 thata NVie drive s
ready for use
Serial Number. “DFLT_SERIAL
Wode! Number Intel Fultondale
PortO MaxLink
Speas 80T
Port0 Max Link Widh 4
Port 1 MaxLink
o 80T
Port 1 Max Link Width 4
Inital Power .
Requirement: fowats
MaxPower J——
Requirement
stot:1
Status. Present
Temperature: 40 degrees C
Glass Code: 020801
Vendor D 8085

1. Select the device from the drop-down menu and its location from the drop-
down menu that displays the slot number. After you have selected a device
and its location, click on <Locate>, <Stop Locate>, or <Eject>.

2. Displays information on the selected device and slot.

3. Click on the <Help> tab to display the Help menu. The menu displays the
following information:

® [Device]: The device bus which NVMe drives are on.
® [Slot#]: The slot which NVMe drives are on.

® [Locate]: The NVMe drive location by LED blinking.
® [Stop]: Turn off the LED blinking.

® [Eject]: A request to the operating system that an NVMe drive is safely
ejected.

® [Insert]: An acknowledgement to the operating system that an NVMe drive
is ready for use.
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2.7 Configuration
This feature allows the user to configure various network settings. When you click
on Configuration in the menu bar, the following screen will display:

” Note: Configuration settings will vary by system.

Host Identiication:
Server: 172031035013
User: __ADMIN

@ critcalQRetresi@Logout English  ~

=

System

(Administrator )

Server Health Configuration Remote Control Virtual Media Maintenance Miscellaneous !

| Help

© configuration © Configuration @ Help : Configuration

This feature allows the user

© Alerts ( 1 ) Use these pages to configure various settings, such as alerts, users, or network etc. to configure various settings.

© pate and Time ® Alerts :Add, edt or remove alrt destinations
S = Date and Time :Confgure Date and Time Settngs

= e o scosss e LDAP server
© Active Directory Pressth Save buton o save yourchanges
= hctve Drectory

© rabius * RADUS :Configure settngs to authenticate and access the RADIS server.

= Wouse mode - Canfure the mouse made fo remote console
© Mouse Hode

© opamicons s cxtont e o R st contoe e

© swre ® Users :Add, edt, or remove users
= Port - Configure the port number of the services

© s certification e e p
® P Acoess Control :Add, edf or remove P access rules

© users = e -Confgure SHiP seting
= Fan iode :Confure the fon made

© Pport ® Wb Session : Configure the web session value

© 1P Access Control

© suwp

© Fantiode

© Web session

1. This section allows the user to configure the following settings.
® Alerts: Use this item to configure alert destination settings.
® Date & Time

® | DAP: Use this item to configure LDAP (Lightweight Directory Access Pro-
tocol) settings for authentication and access to the LDAP server.

® Active Directory: Use this item to configure the settings for authentication
and access to the Active Directory server.

® Radius: Use this item to configure the settings for authentication and access
to the Radius server.

® Mouse mode
® Network

® Dynamic DNS
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® SMTP

® SSL Certificate

® Users

® Port

® |P Access Control
* SNMP

® Fan Mode

® Web Session

2. Click on the <Help> tab to display the Help menu for the Configuration
screen.
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2.7.1 Alerts

This feature allows the user to configure Alert settings. When you click on Alerts in
the menu bar, the following screen will display:

~ riost iaenumcaton
@ Server: 172031035013 @ critcalQRerresi@Logout Engiish  ~
User __ADMIN __(Administrator)

| system Server Health Configuration Remote Control _ Virtual Media Waintenance Miscellaneous Help

© configuration © List of Alerts @ Help : List of Alerts

To setup an alert orto modity
© nerts an alert setting, do the
Below s  stof ey
© oate ana Time ConEur . or 3o Tout sl s send et a1 e estnaion, o e
2. Click [Modif] to

© Loap configure or modify the

© hewo drectoy MertTabie t6enines 3 Senalectaen e uses
Alert No Alert Level Destination Address - to check ifthe alerts
© ranus 1 Distie Al 0000000000005 NULL T ToEm i
2 Disable All 000.000.000.000 & NULL. 4. Click [Delete]to delete
© Mouse Mode 3 Disadle Al 000.000.000.000 & NULL L analert
4 Disable All 000.000.000.000 & NULL. I
© tetwork 5 Disable Al 000.000,000.000 & NULL
P— . Distie Al 0000000000008 L
v 7 Disable All 000.000.000.000 & NULL.
© s . Disatie Al 0000000000008 L
f Distie Al 2000000000008 ML
© sl Certification 10 Disable All 000.000.000.000 & NULL -
© vsers Wodty ] [ Send Testaert ]
o @ @
S sump
© Fan Mode

© Web session

To setup an alert or to modify an alert setting, do the following.

1. Click on <Alerts> to activate the alert submenu.
2. Click on <Modify> to configure or modify the settings of an alert.

3. Send Test Alert is used to check if the alerts have been set and sent out cor-
rectly.

4. Click on <Delete> to delete an alert.

5. Click on the <Help> tab to display the Help menu. This menu shows you how
to set up or modify an alert.

2-27



SUPER® SMT IPMI User's Guide

To Setup an Alert

Host Identiication
Server: 172.031.041.061
User: ___ADUIN

@ normaiQRerresi@Logout English  ~

(Administrator)

Server Health Remote Control Virtual Media Maintenance Miscellaneous

Configuration

© confguration © Modify Alert
© Herts
rterthe mformaton for e srt below and press e

© Date and Time

© Loap
Event Severity: Disable All -
© s cn(DP B>

(H_» Destination IP: 000.000.000.000
© rRADIUS @

—Jp Email Address: NULL.
— P sublect: NULL
© otwork @—> Message: NULL
© oynamicons [sawe )
© sure

© ssL certifcation
© users

©rort

© 1P Access Control
© swp

© FanMode

© Web session

Follow the steps below to setup an alert.
1. Select Alerts from the window on the left. Highlight the alert and select Modify.
2. Select Event Severity.

3. Enter the destination IP address to use SNMP. For further guidance on typical
inquiries relating to SNMP, see the table on the next page.
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Item

Answer

SNMP version number

SNMP version 2.

MIB community name

A community name is not required since
SNMP version 2 only uses traps.

MIB file location

Go to http://www.supermicro.com/products/
nfo/IPMI.cfm and click on “IPMI MIB (SMT)”
(right-hand side of the page).

The IPMI item you need to con-
figure so the SNMP manager
can receive the SNMP trap

The alert LAN destination address (see #4
under 2.4.1) must be set to the same IP in
as the SNMP manager.

Can | query for detailed infor-
mation on the MIB "Event" trap
items?

Detailed queries are not possible because
event mapping is based only on sensor
type, event type, and sensor offset.

A list of trap items generated for
my platform

No standard list of event traps exist be-
cause the PEF (Platform Event Filter) table
is OEM customizable.

4. Enter the email address to send the alert to, then configure the SMTP settings

(see section 2.8.10)

5. Enter the subject line of the alert.

6. Enter a message for the alert.

Click on <Save> to save the settings.

2-29




SUPER® SMT IPMI User's Guide

2.7.2 Date and Time

This feature allows the user to configure the time and date settings for the host
server and the client computer. When you click on Time and Date in the Options
window, the following screen will display:

~ ‘Host Identification-
UPERMICRS Server: 172031035013 @ criticafQRetresh@Logout English  ~
User:_ ADMIN___(Administrator)
System Server Health Configuration Remote Control __ Virtual Media Waintenance Miscellaneous Help
© configuration © Date & Time @ Help : Date & Time
© o he user can eiher st the

date & time setting manuall

0
lere you can view and modify the device's date anc or use the NTP Server sefting

Date/Time settings. [Notel:
© Lowe ‘Time zone is enabled when
(:}_5—_> . NTP i selecied The options
"Active Directory Time Zone: are UTC-12:00 hr.~ +12:00
.
P HPEnsDe NTP Enatle © NTP Disable
[Note}: Time zone is enabled
Primary NTP Server when NTP i selected. The
— options are UTC 1200 .~
- SeconanNTP Serer 1200

1. Selectthe time zone.

pate: P TR 2 Check s tam forNTP
—p setings
3 Entertne P acress for
. T s 10 z o e primary NTP server.
4 Enterthe P address for
[] Daylight Saving Time the secondary NTP
© s certication
Refresh | [ Save 5 Enterthe cate
S users & Entertnetimein
hhimmss format.
7. Click[Savelto savethe
O port entries.
© 1P Access Control
© s
& Fan Mode

© Ve session

The user can either set the date & time setting manually or use the NTP Server
setting to set date & time. Follow the instructions below to set Date/Time settings.

7 Note: Time zone is enabled when NTP is selected. The options are UTC
-12:00 hr. ~ +12:00 hr.

1. Click on Date/Time on the left to set the date/time settings.
2. Select the time zone.

3. Check this item for NTP settings.

4. Enter the IP address for the primary NTP server.

5. Enter the IP address for the secondary NTP server.

6. Enter the date.

7. Enter the time in hh/mm/ss format.

8. Click on <Refresh> to change the date/time settings. Click on <Save> to save
the settings.

9. Click on the <Help> tab to display the Help menu. This menu includes instruc-
tions on how to the date and time.
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2.7.3 LDAP

This feature allows the user to configure the Light-Weight Directory Access Protocol
(LDAP) settings. When you click on LDAP in the Options window, the following
screen will display:

Host Identification:
Server: 172031035013

éuvnmcn

System.

© criicaOnatrostpogout Engisn  ~

(Aaministrator)

Server Health Configuration Remote Control __ Virtual Media Help

© confguration © LDAP Settings Help : LDAP Settings
s festue aows me user
© Nents 1o configure the Light-Weight
tocol
© bateanaTme Free o S o 1o sve ot chatg.
Siops below o congure
Suww =
1. Checkine enabl boxto
> enable LDAP
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Follow the steps below to configure the LDAP settings.

1.

Check the enable box to enable LDAP Authentication and LDAP Authentica-
tion over SSL support.

Enter a port number for the LDAP server.

Enter an IP Address for the LDAP server.

Enter a Bind Password for the LDAP server.

Enter a Bind DN value in the field. (The bind DN is the user or the LDAP
server that is permitted to do search in the LDAP directory within a defined

search base.)

Enter a SearchBase value in the field. (The SearchBase is the directory that
allows the external user to search data.)

Click on <Save> to save the settings.

Click on the <Help> tab to display the Help menu. This menu provides an
explanation of all the options displayed on the page.
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2.7.4 Active Directory

This page displays a list of role groups and their Group IDs, Group Names, Domains
and Network Privilege settings. When you click on Active Directory in the Options
window, the following screen will display:

@.’

System

Host Identification:
Server: 172031035013
User __ADHIN ___(Administrator)

© criticatRetresn@Logout English

Server Health Configuration

Remote Control

Virtual Media Maintenance

Help

© configuration © Active Directory Settings @ Help : Active Directory
Settings
oo : 0)
o enable or configure the Acive Direclory senver,please dlick here This page displays alistof
role groups and theirGroup
© Date and Time Ds, Group Names, Domains
I and Network Priviege
O wowe 7o add a new Role Group, Selectan
unconfigured st and press Add Role Group + Click HERE]to enable
© Active Directory or configure the Active
Directory senver. See
© ravws the nex page for
Number of configured role groups: 0 enabling or coniguring
© Mouse Mode 7 0 o e o R Wa
« Selecta group and cic
© Metwork 2 ~ Resened [Add Role Groupito add
3 Resenved arole group
© Dynamic Dis P Resenved « Selecta group and click
s - Reserved [Modify Role Group] to
© swre

moditya role group.

« Selecta group and clck
[Delete Role Group]to
delete a role group.

© sst certication
© users
© rort

© 1P Access Control

oone @ ® ®

© Fantiode

© Web Session

1. Click on <HERE> to enable or configure the Active Directory server. See the
next page for enabling or configuring Active Directory instructions.

2. Select a group and click on <Add> to add a role group.
3. Select a group and click on <Modify> to modify a role group.
4. Select a group and click on <Delete> to delete a role group.

5. Click on the <Help> tab to display the Help menu. This menu provides in-
structions on how to add, modify, and delete a role group.
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Configuring the Active Directory Settings
This feature allows the user to configure the Advanced Active Directory settings.
When you click Here on the screen shown on the previous page, the following
screen will display:

. Host Identfication
SUPERMICR® Server: 172031035013
User __ADMIN __(Administrator)

@ critcaQretresn@Logout English  ~

System Server Health Configuration Remote Conrol___ Virual edia Maintenance Miscellaneous _Help
© configuration © Active Directory - Advanced Settings Help : Active Directory
Settings
© nerts This page displass  lstof
o
ato and Time. 105, Group Names, Domains
© pate and i ‘.
andNetwork Pivlege
© Loap settings.
.j‘ * Click[HERE]to enable
e or configure he Acive
Active Directory Authentication over SSL DESCYSSNSSSY

© ravs he next page for
Port enabing orconfiguring
> Actve Directory
User Domain Name

© House tode

@ o

> 1ime out

« Selecta group and click
1Add Role Group]to add

- Domain Controler Server Address 2 10le goup.
o buaicoue— + Selecta roup and cick
L Domain Contoller Saner ddrsss2 Iodity Role Grouplto
sute modi a role rouy
) Domain Controller Server Address3 * Selecta group and click.
© sst contcatgn—"P Delte Rale Grouplto
== deletea 10 group
0 SIS @
© port
© 1P Access Control
© swwp
© Fan Mode

© Vieb session

1. Check the <Enable> box to enable Active Directory authentication support.
Then, Enter the values in the fields below.

2. Enter User Domain Name in the field.

3. Enter Time Out value in the field to set the time limit for a user to stay
logging-in.

4. Enter <Controller Server Address1>.
5. Enter <Controller Server Address2>.
6. Enter <Controller Server Address3>.

7. Click on <Save> to save the settings.
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2.7.5 RADIUS

This feature allows the user to configure Radius Option settings. When you click
on Radius in the Options Window, the following screen will display:

¢ Host Identification:
SUPERMIG Server: 172.031.035.013 @ critcaOretresh@Logout Engish  ~
User: ADMIN ( Administrator )
System Server Healtn Configuration Remote Control __ Virtual Media Waintenance Help
© Configuration © RADIUS Settings @ Help : RADIUS Settings
© ners This feature allows the user

to configure Radius Option

P— .

Date and Time

© e Sov 5 sveyok e 1 Check e nasielox
o nabl Radus

©uww support Enterine

informatin in the feds
0—S-scisoiscions———- 7] Enable RADIUS below to configure

Port

Enter the port number
forthe Radius server
Enter the P address of

IP Address the Radius server.
Enter a (secrel)

© Mouse Mode
@/ EEer
=
© smre

click [Save] to save the
information youve

-

cl

© ss Certification
© users

© Port

© 1P Access Control
© s

© rantode

© Web Session

1. Check the <Enable> box to enable Radius support. Enter the information in
the fields below to configure Radius settings.

2. Enter the port number for the Radius server.

3. Enter the IP address of the Radius server.

4. Enter a secret (password) for the user to access the Radius server.
5. Click on <Save> to save the settings.

6. Click on the <Help> tab to display the Help menu. The menu includes instruc-
tions on how to configure the RADIUS settings.
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2.7.6 Mouse Mode

This feature allows the user to configure the Mouse Mode settings. When you click
on Mouse Mode in the Options Window, the following screen will display.

(=

system

Host Identifcation
Server: 172031035013
User. __ADMIN___(Administrator)

@ criticaiQretresn@1oqout Engish  ~

Server Health Configuration Remote Control  Virtual edia Maintenance Hiscellaneous. Help.

© confguration © Mouse Mode Setting Help : Mouse Mode
Setting
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@b———» Current Mouse Mode is ABSOLUTE B e
© Active Directory o Relative Mode for the
LinuntUnix 05
© raows. © Setode 10 Absolute (Windows, Ubuntu, RHE x ater) 3. single House Hode:
Sethlods to Reltie (Restofthe Linux) Check s adio oy
© Mouse Mode. touse single mouse
Single Mouse Hoge moge
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save o save te stings.
© Dynamic DS
« Note: Pl an 05.
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© st certication SR
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Mouse Hod s
© port {se0above) accorting
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© P Access Control
© s
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© web Session

1. This item displays the current Mouse Mode setting. To select a Mouse Mode
setting, click on a mode shown below.

® Set Mode to Absolute (Windows, Ubuntu, RH6.x later). This is the default setting.
® Set Mode to Relative (Rest of the Linux). For other Linux operating systems.
® Single Mouse Mode: Check this to use single mouse mode.

® Click on <Save> to save the settings.

4 Note: IPMI is an OS-independent platform, and IKVM support is an added
feature for IPMI. For your mouse to function properly, please configure
the Mouse Mode settings (see above) according to the type of OS used
in your machine.

2. Click on the <Help> tab to display the Help menu. The menu provides an
explanation of the mouse modes.
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2.7.7 Network

This feature allows you to configure the network settings. When you click on Network
in the Options Window, the following screen will display.
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To configure Network settings, follow the instructions below.

1. Select Obtain an IP automatically (use DHCP) or Use the following IP address
to manually configure one.

2. If you select Use the following IP address, enter information into the following
IPv4 Setting fields:

® |P address

® Subnet Mask
® Gateway

® DNS Server IP

3. To set the IP address using the IPv6 format, enter an address in the field.
Enter a DNS Server IP and DUID (unit ID) in the boxes.

2-36



Chapter 2: Configuring BMC/IPMI Settings

Check this box to enable Virtual LAN support and enter the VLAN ID in the
field.

LAN Interface: This feature allows the user to select the port to be used for
IPMI out-of-band communication.

The default setting is Failover, which will allow IPMI to be connected from either
the shared LAN port (LAN1/0) or the dedicated IPMI LAN port. Precedence is
given to the Dedicated LAN port over the shared LAN port.

Select <Dedicate> for IPMI to connect through the IPMI Dedicated LAN port
at all time.

Select <Share> for IPMI to connect through the LAN port on the board.

RMCP Port: This feature allows the user to select the desired RMCP (Remote
Management Control Protocol) port. The default port is 623.

Click on <Save> to save the settings.

Click on the <Help> tab to display the Help menu. The menu inlcudes instruc-
tions on how to configure the Network settings.
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2.7.8 Dynamic DNS

This feature allows you to configure DNS (Dynamic Name System) settings. When
you click on Dynamic DNS in the Options Window, the following screen will display.

Host Identifcation
Server: 172.031035013
DUIN

@ criticalQRefresni@Logout English  ~

user: (Administrator)

Server Health

Configuration Remote Control _Virtual Media Maintenance Miscellaneous

Loabing.]

Help

© Configuration @ Configure Dynamic DNS Help : Configure Dynamic
@
© nerts 1. Glickthe [Enable] racio
button o enable
Confgure dynamic pdate propertes. (* = optonal s
© oate ana Time T SRR e T ) Dynamic DNS update
support Click Disable
© o to disable Dynamic
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—J  © Dynamic Update Enadle © Dynamic Update Disable (Default Disable)
© Active Directory 2 Enterthe IP address of
— P DynamicONS Sener P Jour Dynamic NS
S ravius (Domain Name
P sucHosiame System) serer.
@._W 3. Enterthe name ofthe
7 Enatle TSIG Auhentcaton BIC Baseboard
—> Management
'/muu--/ TSI6 kel () =] Contole) Host Sener.
hnsass) 4. Checkihe boxto enable
namic DS . TSIG Authentcation
OLY P TSI private File () (Browse.. ] B D
Py the fles o select e
g TSIG ke fle. (This em
(Cone] is oponal)
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selectthe TSIG private
il (Tis ftem s
O users optional.
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© 1P Access Control

you have entered
© swwp

© Fan Mode

© Web session

sscrptpage_mapping, coniguration, contig_dans )

1. Click on <Dynamic Update Enable> to enable DNS support. Click on <Dy-
namic Update Disable> to disable Dynamic DNS update support. (Default:
Disable)

2. Enter the IP address of your Dynamic DNS (Domain Name System) server.

3. Enter the name of the BMC (Baseboard Management Controller) Host Server.

4. Check the box to enable TSIG Authentication support, and browse the files to
select the TSIG.key file. (This item is optional.)

5. Click on <Browse> to locate the TSIG.private file. (This item is optional.)
6. Click on <Save> to save the information you have entered.

7. Click on the <Help> tab to display the Help menu. The menu inlcudes instruc-
tions on how to configure the Dynamic DNS settings.

2-38



Chapter 2: Configuring BMC/IPMI Settings

2.7.9 SMTP

This feature allows the user to configure SMTP (Simple Mail Transfer Protocol)
settings for email transmission through the network. When you click on SMTP in
the Options window, the following screen will display.

~ ‘Host Identification
SUPERMICR® Server: 172.031.035.013 @ criticalQRetresh@Loqout English  ~
User: ADMIN ( Administrator )
System Server Health Configuration Remote Control __ Virtual Media Waintenanco. Wiscellanoous _Help
© configuration © SMTP Setting Help : SWTP Setting
- Thisfeaturs allows the ussr
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© Date ana Time
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swpssLan: [ instructions below.
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P ST Semer 1. Checkthe boxto enable
) TP S
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(: )= TP SuTP Userame: Authentcaton s
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P P TP rasswars Hiommatonin e eids
o Senders Address: NULL Delow Note: Siazand

RSA2048 it SSL
© oynamic oNS
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&
4
H

© sure —
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g
H
g

your STP Mail senver
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ort Enter the user

- password fo your
© 1P Access Control SHITP Mal server.
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© rantiode entering the information

above, click [Save] to
save the setiings.
© Web Session

per Hicro Computer, |

To configure SMTP settings, follow the instructions below.

1.

Check the box to enable SMTP SSL Authentication support. Once SMTP SSL
Authentication is enabled, enter information in the fields below.

7 Note: SHA2 and RSA 2048 bit SSL supported.

Enter the IP address for the SMTP (Simple Mail Transfer Protocol) Mail
server. The SMTP port number will be displayed.

Enter the user name for your SMTP Mail server. (Optional)

Enter the user password for your SMTP Mail server. (Optional) The status of
the sender's address will be displayed.

Click on <Save> to save the settings.

Click on the <Help> tab to display the Help menu. The menu inlcudes instruc-
tions on how to configure the SMTP settings.
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2.7.10 SSL Certification

This feature displays the default certificate and private keys. It also allows the user
to upload a new SSL (secure Sockets Layer) certificate. When you click on SSL in
the Options window, the following screen will display:

=

Host Identifcation
Server: 172031035013
User: __ ADMIN __(Administrator)

System Server Health Configuration Remote Conrol _ Virtual Hedia Waintenance Miscellaneous _ Help
© confguration © sSL Upload @ Help:
1
© nerts
The aaes beow, citcat,use

© oate ana Time

O

© Actve irectory
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@vogout Engiish  ~

SSL Upload
To enter anew SSL
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© radus Gertcation Vaid Ui Saturday, February 10, 2018 400:00 PI et
!
DB v s G T
—J  New Private Key [ Browse. SSL certficale orfand a
© Network new private Key. press
[Upload]to upload he
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 ommeons _— o o
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© Port
© 1P Access Control
© s
© Fan Mode
© Web Session

1. To enter a new SSL Certificate, enter a new certificate in the field. You can
also browse the data base to select a new certificate.

# Note: SHA2 and RSA 2048 bit SSL supported.

2. Enter a new Private Key in the field, if desired. You can also browse the data

base to select a new key.

3. After entering the new SSL certificate and/or new private key, ckick on <Up-
load> to upload the certificate and/or private key to the server.

4. Click on the <Help> tab to display the Help menu. The menu includes instruc-
tions on how to set up a new SSL certificate and private key.
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2.7.11 Users

This page displays information on the current users. It also allows you to add, delete
or modify user information. When you click on Users in the Options window, the
following screen will display:

~. Host dentifcation: ~
SUPERMICRS Server: 172.031.035013 @ critcafDretrest@Logout English  ~
User: __ADMIN _(Administrator)
System Server Health Configuration Remote Control _ Virtual Media Maintenance Miscellaneous Help
© configuration © User List @ Help : User List

: « WUserID]lists curent

© Hans user information,

The it below snows the currnt s of configured users. fyou would e o ekt o modify a user, selectter including User D, User

© pate anaTime Tame  th ket ress Dt User o oy Use To o e s, st anunconfgre st and pross name and Network
Prilege sefings.

© o « Mumber of configured
users] displays the
. number of the users
network. The marimum
© raows userip User Name. Wetwork Privilege et Te e
1 Anonymous Resened G
© Mouse tode 2 ADMIN Administrator « Toaddanewuserto
3 - Resenved the network, click [Add
© Network A - Reserved User] When promped,
—p selectan emply siot
© Dynamic ONS 5 - Resenved add an user.
7 ~ Resenved « Tomodiy the
© sure B N Resened informaton orthe
satus of auser, dick
© ssL Certification ° - Resenved [Modify User] When
10 ~ Resenved prompted, using the
arrow keys, selecta
O users - user ffom the users list
[ Adduser ][ ModityUser ][ _ Detete User o modifythe user

information.

© Port
® @ ® + Toaeite ausertom
@ 1P Access Control the network, click

prompted, using the
© swe arrow keys, selecta

userfrom the users st
© Fan Mode 1o delete it from the list

© Web Session

ght © 2014 Super Micro Computer, |

1. This item lists current user information, including User ID, User name and
Network Privilege settings. Network privilege settings are shown below.

Function User Operator | Administrator
System Information Full Access | Full Access | Full Access

Chassis Locator Control | View Only | Full Access | Full Access
FRU Reading Full Access | Full Access | Full Access
Sensor Readings Full Access | Full Access | Full Access
Event Log View Only | Full Access | Full Access
Alert No View Only | Full Access
LDAP No View Only | Full Access

Mouse Mode No Full Access | Full Access
Network No View Only | Full Access
Remote Session No View Only | Full Access

SMTP No View Only | Full Access
SSL No View Only | Full Access

Users No View Only | Full Access
Event Action No View Only | Full Access
Power Control View Only | Full Access | Full Access

KVM View Only | Full Access | Full Access
F/W Update View Only | View Only | Full Access
SDR Update View Only | View Only | Full Access
Logout Full Access | Full Access | Full Access
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2. This item displays the number of the users that are set up for the network.
The maximum of 10 user profiles can be made.

3. To add a new user to the network, click on <Add User>. When prompted,
select an empty slot from the users list to add an user.

4. To modify the information or the status of a user, click on <Modify User>.
When prompted, select a user from the users list to modify the user informa-
tion.

5. To delete a user from the network, click on <Delete User>. When prompted,
select a user from the users list to delete it from the list.

6. Click on the <Help> tab to display the Help menu. The menu displays an
explanation of the columns displayed on the page and how to add, modify,
and delete a user.
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2.7.12 Port

This page allows you to configure port settings. When you click on Port in the Op-
tions window, the following screen will display.

éuv:mmm

System Server Health Configuration Remote Control __ Virtual Media Maintenance Miscellaneous Help

@ critical@retresh@voqout Engish

© Confguration © Port Seting @ Help : Port Setting
« WebPor: Entertne
© nerts z 2
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© oate ana Tim o et

© Loap
@] web port 80
@ S Active Directory > P

@] web SSL port: 443

] SNHP port 161
(7] SSL Redirection

© Fantiode

© Web session

Check the box next to the port to configure the settings. Uncheck the box to dis-
able the port.

1. Web port: Enter the web port number.

2. Web SSL port: Enter the Web SSL port number.

3. IKVM server port: Enter the IKVM port number.

4. Virtual media port: Enter the virtual media port number.

5. SSH port: Enter the SSH (Secure Shell) port number

6. Wsman port: Enter the WS-Management port number.

7. SNMP port: Enter the Simple Network Management Protocol port number.

8. SSL Redirection: Check the box to allow the IPMI webUI to redirect http to
https automatically.

9. Click on <Save> to save the settings.

10. Click on the <Help> tab to display the Help menu. The menu inlcudes port
setting information.
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2.7.13 IP Access Control

This page displays an IP Access Control table, which will allow you to add, modify
and delete an IP Access rule, an IP Address/Mask setting or an IP access policy.

- Host dentifcation
UPERMIG Server: 172031.035.013 @ criticalQRetresh@1ogout English  ~
User: __ADMIN___(Agminisiator)
System Server Health Configuration Remote Control __ Virtual Media Waintenance Help
© configuration © IP Access Control @ Help : IP Access Control
+ Check Enable boxto
© nens confgure IP Access
Contrl settings. (The
Beow s P
© vate and Time P access poicy defaultsatting 15
© e « [Rule Number; This
@ column ists the
e Di [ Enadle 1P Access Control number of IP Access
© Active Directory Control rules.
Default Policy: ACCEPT o [P AddressMask: This
© RaDWUS Number of Access Rules: 10 entries column displays IP
Rule No 1P AddriMask policy AT
© Mouse tode A o L + ol This calumn
displays the status of
© Network 2 NULL NULL anIP Access policy.
3 NULL NuLL © MNumber of Access
& Dynamic NS 4 NULL NULL Rules] This displays
5 NULL NULL the maximum number
of P Access fules you
© sure s UL NULL can setfor the system
7 NULL NuLL « Addanew rule: select
© ssL Certfcation s UL NULL an item andthen cick
9 NULL NULL Bcay)
© users 0 NULL NULL
©rort -
© 1P Access Control
© suwp
© Fanode
© web Session

1. Check this box to configure IP Access Control settings. When prompted, "Do
you want to enable IP access control," click on <OK>.

2. Rule Number: This column lists the number of IP Access Control rules.
3. IP Address/Mask: This column displays IP Address/Mask settings.
4. Policy: This column displays the status of an IP Access policy.

5. Number of Access Rules: This displays the maximum number of IP Access
rules you can set for the system.

6. Click on the <Help> tab to display the Help menu. The menu inlcudes an
explanation of all the columns displayed on the page.
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Modifying IP Access Rules

When you select an item and click on Modify, the Add Rule submenu will display
as shown below.

. Host dentifcation
SUPERMICR® Server: 172031041061 @ normairetresn@Logout English
User: ___ADMIN _(Administrator)
system Server Health Configuration Remote Control  Virtual Media Waintenance Miscellaneous Help
© configuration © Add Rule
© Aerts
© bate ana Tme Enter the nformation forthe access rule beow and press save bution.
© oap
RuleNo 1
@—=
>
© raDUS _pp Poicr ACCEPT ~
fovsethose [Csme]
Cancel
© Network
© Dynamic N
© surp
© st certfication
© Users
© rort
© 1P Access Control
© swwp
© Fantode
© Web session

To modify a rule, enter the information needed for the following items:

1. IP Address/Mask: This item allows you to grant access to a specific IP ad-
dress or a range of |IP addresses. For example, if you wanted to specify a
range of IP addresses from 192.168.0.1 to 192.168.0.126, you would enter
192.168.0.1/25.

2. Policy: Select <Accept> to allow access for the IP address(es) entered above.
Select Drop to deny access.
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2.7.14 SNMP

This feature allows the user to configure the SNMP (Simple Network Management
Protocol). When you click on SNMP in the Options window, the following screen
will display:

Host Identification:
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Jour SNMP clent program.
O

o 1.Click [Enable

@ Active Directory 'SNMP] checkbox for
( )——> (] Enadle SNWP. enabling ine SNP

© raius daemon, and then

®7_> SNHP Version @ SNMPV2 © SNMPV3 e
© Mouse Mode

again wil disable
B surn ine SNIP daemon.
« ziswpvzi
cnatled please
© oynamicons RWCommuniy [+seeves e ole oty
and eadouie
‘community string.
> sev « s nswRGs
© ss certiication User Name: enabled, please.

O etwork ROCommunit: [seeess

© sure

S users Auth Protocol DS - SHA1

preferre
5 Private Protocol DES  AES ahentcation(e.g.
Port HDS) and encryption
Auth Ke
e protocol(e.q. DES),
© 1P Access Control Private Key: and then input your

Keyland Private
snp
@ = Keylfields U
© rantiove
o, The P
© web session frmware il

setting and depend
on your decision to

yigh o Computer, |

1. Check the box to enable SNMP. Once SNMP is enabled, enter information in
the fields below.

2. SNMP Version: Select SNMPV2 or SNMPV3

3. SNMPV2: If this options is selected, enter a password for ROCommunity and
RWCommunity.

4. SNMPV3: If this option is selected, enter information in the fields below:
® Enter a username

® Select the Authentication Protocol

® Select the Private Protocol

® Enter the Authentication Key

® Enter the Private key

5. Click on <Save> to save the settings.

6. Click on the <Help> tab to display the Help menu. The menu includes an
explanation of all the options on this page.
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2.7.15 Fan Mode

This page allows you to configure fan mode settings. When you click on Fan Mode
in the Options window, the following screen will display:

”Note: Fan mode settings will vary by system.

(=

System

Host Idertification
Server: 172031.035.013
User.  ADMIN

© critcaiDretrssh@Loaout English  +

{ Adnmiristrator)

Server Health Configuration

Remate Control  Virtual Media Naintenance Miscellaneous Help.

& configuration © Fan Mode Sstting @ Help: Fan Mode Setting
« [standard Speed] to
€ Alerts use he standard fay
© buteandime Select e fan modeto se Fomthe opians selow and press the Save bittor Specd SET00 I borey
« [FullSpeedlto usethe
€ Loap

Ul speed setting for

(O

P Current FAN Mode is PUE2 « [Optimal Speed touse
)] P> O sarmnnsansmspes Sertged
® P St nisds
> Fan to PLE2 (Power Utiizaton =fectiveness) Speed CEmGEED
@ P—WW’ P O SetFnbHen0Speea g;’w‘:;'“im and power

@ © Dynanic DNS

& surp

& ssL certiication
& Users

& part

®

& 1P Access Cantrol
© swp
& Fan Mode

& Wsb session

‘Copyright ©2014 Super Micro Computer, Inc.

1. This item displays the current fan mode setting.

2. Select this option for the standard fan speed setting.

3. Select this option for the full speed setting.

4. Select this option for the PUE2 (Power Utilization Effectiveness) speed.
5. Select this option for the Heavy 10 speed.

6. Click on <Save> to save the settings.

7. Click on the <Help> tab to display the Help menu. The menu includes an
explanation of the fan modes.
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2.7.16 Web Session

This page allows you to configure web session parameters. When you click on Web
Session in the Options window, the following screen will display:

éum.mcm

System

Host Idenification
Server: 172)31.035.013
ADMIN

@ criticat@Retreshi@Logeut Englist  ~

User:

(Administrator)

Server Health Configuration

Remote Control  Virtual Media Maintenance

Help

© Configuration © Web Session @ Help: Web Session
Setthe Timeoutvalue

© erts (minute) of Wet Session

nter web szssn paraneters pangs oo 0oty

© Date and Time. neve’ timeout (Default
Timeoutis 20 minutes|

© o

© Active Directory

© RravUs

© Mouse Mcde @

© Nework

© Dynamic DS

© swrp

© sSL Certilication
© users

© port

© 1P Accsss Contral
© shup

© Fan Mode

© Web Session

1. Enter the session timeout value. Values are in minutes and range from 1-30.
2. Click on <Save> to save the settings.

3. Click on the <Help> tab to display the Help menu. The menu defines the web
session parameters.
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2.8 Remote Control

This section allows the user to carry out activities and perform operations on a
remote server via remote access. When you click on Remote Control in the Options
window, the following screen will display:

’ " Note: Settings will vary by system.

Host Identifcation:
Server: 172031035013
ADHIN

© criticaretresn@ogout Engish  ~

user: (Administator)

Server Health Configuration

Remote Control _ Virtual edia

© Remote Control @ Help : Remote Control

This secton allows the user
This the server, ang

perform operations on 3
remots senvervia remote
= Console Redirection  Launch th redirection consol va Java viewers.

© Launch soL - ks
—p ® Launch SOL +Launch th SOL console.

access.

1. Click on Console Redirection to launch Console Redirection and configure
the settings of the remote server. For more details on Console Redirection,
please refer to "Launching Console Redirection" on the next page.

2. Click on Power Control to display and configure the power settings of the
remote console, including the following settings.

® Reset Server

® Power Off Server-lmmediate

® Power Off Server-Orderly Shutdown
® Power On Server

® Power Cycle Server

Once you have clicked the desired power setting, click on "Perform Action" to
change the power setting of the server.

3. Click on Launch SOL to launch SOL (Serial Over LAN) console and manage
the remote server.

4. Click on <Help> to display the Help menu for the Remote Control page.
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2.8.1 Launch Console Redirection

This feature allows you to launch Console Redirection via IKVM (keyboard, video/
monitor, mouse) support. When you click on Console Redirection in the Options
window, the following screen will display:

éurwcko

System

Host Identiication
Server: 172031035013
User: __ADMIN

@ criticalQRetresh@voqout English  +

(Administrator)

Server Health

Configuration Remote Control Virtual Media Maintenance Help

© Remote Control © Console Redirection Help : Console
Redirection
© Console Redirection

Click [Launch Console]
ol

remotely.

© Power Control Redirection screen to
Toontn naromols
o ol
© taunch soL Active X (for the Internet
Eolorn il bocred
e e o socury

reasons, diick on the
top ofthe menu bar and
select [Download File]
Ascreen willdisplay o

% 3. Wnen the waming
} . screen s shown above
Do you want to run this application? displays, click Run]to
Iaunch he remote
console.
@_» name:  ATEN Java iKVM Viewer
(1
=2 Publisher: Super Micro Computer, Inc
-
From: http:/{172.31.41.61:80iKVM__V1.69.24.0x0.jar

This application will run with unrestricted access which may put your computer and
personal information at risk. Run this application only if you trust the publisher,

|| Do not show this again for apps from the publisher and location above

0 More Information © Run ! Cancel
—|

1. Click <Launch Console> on the Console Redirection screen to launch the
remote console via Java (for the Internet Explorer). You need to have Java
installed in your system to launch the console.

2. Adialog box will display to indicate that Java is launching
3. Click on <Run> to launch the remote console. The main screen like the one
below will appear. Note that your screen may not look exactly like the one

below.

4. Click on <Help> to display the Help menu for the Console Redirection page.

®

SUPERMICR

Www.su permicro.com

<TAB> to display BIOS POST message. Press <DEL> to run Setup.
<F11> to invoke Boot Menu. Press <F12> to boot from PXE/LAN.

DXE--USB Device Detect..
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2.8.1a Console Redirection - Virtual Device

This feature allows you to configure virtual device settings for your console redi-
rection.

1. Click on Virtual Media to configure virtual device settings of a server at a
remote site via Console Redirection.

2. Click on Virtual Storage to select a device you want to connect to the remote
server as a virtual device.

3. Click on Virtual Keyboard to launch the virtual keyboard.
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Virtual Storage

When you click on Virtual Storage as described on the previous page, the follow-
ing screen will appear. You are able to use up to three devices for virtual storage..

1.

>

[ Devicel | Device2 | Device3 |

Settings for Device1
Logical Drive Type Image File Name and Full Path
CET
| Remresn | | pugin | [ pugoum | | 0K |
@ ® ® ®

Connection Status History

Select the logical drive type from the dropdown menu. The options are as
follows:

Upload IMA: Select to browse for and upload an IMA file.
ISO File: Select to browse for and upload an ISO file.

Web ISO: Select to mount a Web ISO. The file will be mounted from the web
interface. To specify the file location, set the image path on the CD-ROM Im-
age page in the IPMI.

C: SATA HD: Select to mount from the local computer you are using to ac- cess
the IPMI.

Click on <Plug in> to mount the selected drive.
Click on <Plug out> to unmount the selected drive.
Click on <Refresh> to refresh the connection status.

Click on <OK> to save the changes and exit the window.
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Virtual Keyboard

When you click on Virtual Keyboard in the Virtual Media menu, the virtual keyboard
will appear.
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2.8.1b Console Redirection - Record

This feature allows you to record media displays for your console redirection.

WrtuajMedia Macro Options UserList Capiure PowerControl Exit

i p Utility - &o
Stop g =

tem Date

Saven: |7 Documents ® - 28]

(=3 Outlook Files

File name@”

Files of Type: |~avi

1. Click on Start from the Record menu to start recording. The window shown
above will appear.

2. Then select the location to save the recording.
3. Enter a file name

4. Click on <Save> to save the settings and begin recording or click on <Can-
cel> to exit the window without recording. The recording process will continue
until you click on Stop under the Record menu.
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2.8.1c Console Redirection - Macro

This feature allows you to configure Macro settings for your console redirection.

0 | Options Userlist Capture PowerControl Exit
[J Hold Right Alt Key
I Hold Left Alt Key
Right Windows Key »
Left Windows Key »

Macro »

1. Click on Macro to configure the Macro settings for your remote server. The
fea- tures include the following:

® Hold Right Alt Key: This item performs the same function as holding down the
right <Alt> key.

® Hold Left Alt Key: This item performs the same function as holding down the
left <Alt> key.

® Right Windows Key: This item performs the same function as you pressing the
right <Windows> key. Select Hold Down or Press and Release.

® [eft Windows Key: This item performs the same function as pressing the left
<Windows> key. Select Hold Down or Press and Release.

® Macro: Click this item to activate a pull-down submenu. The Macro submenu
includes the following items:

® Ctrl+Alt+Del

® Alt+Tab
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® Alt+Esc

® Ctrl+Esc

® Alt+Space

® Alt+Enter

® Alt+Hyphen

o Alt+F4

® Alt+PrntScrn

® PrntScrn

* F1

® Alt+F1

® Pause
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2.8.1d Console Redirection - Options

This feature allows you to configure Options settings for your console redirection.

ptions | UserList Capture Power Control Exit

] Hotkey Settings ht (C) 2015 Americ

Preference

Full-Screen Mode

0SD Ul Style

Keyboard Mouse Hotplug

1. Click on Options to activate the pull-down emnu to configure options settings.
The options menu allows you to configure the following settines:

HotKey

Preference

® Full-Screen Mode

0SD Ul Style

® Keyboard Mouse Hotplug
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Options - Hotkey Settings

This feature allows you to configure the hotkey settings for your console redirection.

Hotkey Settings

o Date action @ Hotkeys @
- Adjust Mouse

Exit Remote Location

Full-Screen Mode

Refresh screen

Send Ctri+Alt+Del

Toggle Mouse Display

Togale Ul Display

Keyboard Monitor

‘ Start‘ ‘ Stop| |Assign | |C.Iose‘ |Default|

1. To assign a hotkey for an action, click on Hotkey Settings under the Options
menu. A Hotkey Settings window will appear.

2. Click on <Start>

3. Enter the hotkey of your choice. It can be a single word or a combination.
4. Click on <Stop>

5. Select an item fron the action list.

6. Click on <Assign>

7. Click on <Close> to exit the window.
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Options - Preference (Display)

This feature allows you to configure video recording settings for your remote con-
sole.

Virtual Media Record Macro UserList Capture Power Control Exit
fpti Hotkey Settings - ST
i Preference

Recording Time

Enable auto stop after j minute(s)

Display Scale

@ ;

Low
25

Compression @
# Normal Mode
() Enhanced Text Mode

image Quality &)
Low

1. Click on Preference under the Options menu. The Preference settings box will
display. The first tab is Display.

2. The Recording Time section refers to video recording. If you want to automat-
ically stop recoring after a preset time, check the box, then input the number
of minutes that should pass before the recording should automatically stop.

3. Use the slider on the Display Scale to set the appropriate scale setting for
your display from Low (25) to High (100).

4. You can change the compression options under the Compression section.
5. You can adjust the image quality settings in accordance with varying degrees
of network traffic. To ensure the best image quality, select High for heavier

network traffic connections; select Low for lighter network traffic.

6. Click on <OK> to save the new setings or click on <Cancel> to exit the Pref-
erence win- dow without saving.
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Options - Preference (Input)

This feature allows you to configure input settings for your remote console.

Virtual Media Record Macro UserList Capture Power Control Exit

Mouse Settings

@

Enable Mouse Input

) Absolute Mouse (Windows, Ubuntu, RHEL 6.x and later)
() Relative Mouse (Rest of the Linux)

r Single Mouse

Keyboard Settings @
Enable Keyboard Input

Keyboard layout [English :

@ Repeat Key Timeout
Oms  500ms 1000ms

5)
o | |_concn |

1. Click on Preference under the Options menu. The Preference settings box will
display. The second tab is Input.

2. Check the Enable Mouse Input box to enable mouse support so that you can
use the mouse as an input device. Once mouse support is enabled, you need
to set a proper mouse mode for your remote console. Check the correspond-
ing radio button from the list below.

® Select Absolute Mode if you have the Windows OS
® Select Relative Mouse for the Linux OS.
® Single Mouse

3. Check the Enable Keyboard Input box to enable keyboard support so that
you can use a soft keyboard as an input device. From the Keyboard layout
pull-down menu, select the right language setting for your soft keyboard. The
language options are the following:

® English
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® Chinese (traditional)
® Japanese
® Germany
® French
® Spanish
® Korean
® |talian
® United Kingdom
® Swiss
4. To timeout repeated keystrokes, check the Repeat Key Timeout box, and use
the slider on the scale to select the appropriate timeout settings for repeat

keystrokes from Oms to 1000ms (microseconds).

5. Click on <Save> to save the new settings or click on <Cancel> to exit the
Preference window without saving.
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Options - Preference (Language Setting)

This feature allows you to configure language settings for your remote console.

Language Setting

@ Language Setting

1. Click on Preference under the Options menu. The Preference settings box will
display. The third tab is Language Setting.

2. From the pull-down menu, select the language you want to use for your
remote console. The language options are the following:

® English

® Japanese
® German

® French

® Spanish

® Korean

® |[talian

3. Click on <OK> to save the changes and exit the window or click on <Cancel>
to exit without saving.
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Options - Preference (Window)

This feature allows you to configure language settings for your remote console.

Virtual Media Record Macro | UserlList Capture Power Control  Exit

Auto-resize window

1. Click on Preference under the Options menu. The Preference settings box will
display. The fourth tab is Window.

2. Check Auto-resize window to reset the size of your display window.

3. Click on <OK> to save the change and exit the window or click on <Cancel>
to exit without saving.
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Options - Preference (Video Stream Control)

This feature allows you to configure window settings for your remote console.

Virtual Media Record Macro UserList Capture Power Control  Exit

Apt

Window || Video Stream Control
LAN Flow Control

(@ L Enavie Flow Contral

@[ 1)

1. Click on Preference under the Options menu. The Preference settings box will
display. The last tab is Video Stream Control.

2. Check the Enable Flow Control box to enable support for video stream con-
trol.

3. Select the speed from the pull-down menu. The options are as follows:
® 256K Cable/DSL
e T1
° T2

4. Click on <OK> to save the change and exit the window or click on <Cancel>
to exit without saving.
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Options - Full Screen Mode

This feature allows you to configure window settings for your remote console.

Virtual Media Record Macro ions | UserlList Capture Power Control Exit

| Hotkey Settings.

5 American
Preference

Full-Screen Mode @

‘OSD Ul Style

Keyboard Mouse Hotplug
Em Date

1. Click on Full Screen Mode under the Options menu.

2. To leave the full-screen display, click on Leave Full-Screen Mode under the
Op- tions menu.
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Options - OSD Ul Style
This feature allows you to configure OSD (On-Screen Display) Ul (User Interface)

style settings for your remote console.

Virtual Media Record Macro jons | Userlist Capture Power Control Exit

Hitkey SeTng= ht () 2015 American

Preference
Full-Sereen Mode

0SD Ul Style

Keyboard Mouse Hotplug

1. Click on OSD Ul Style under the Options menu.

2. A gray box with shortcut icons will appear. They are shortcuts to the main
features provided by the firmware for your console redirection. Click on an
icon to activate its function. See the next page for the list of icons and their
functions.
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10.

1.

12.

13

14.

15.

DO @ 6 ® 6 ® ® @ © O @
@EEI@E@HEHEEE
@ 720 X 400
, 172.31.41.61

e

@

Move OSD: Click and drag this icon to move the OSD Ul pop-up screen to a
new location on the display

Hotkey Settings: Click this icon to access the Hotkeys submenu and config-
ure the settings.

Virtual Storage: Click this item to access the Virtual Media submenu andcon-
figure the settings.

Virtual Keyboard: Click this item to access the Virtual Keyboard submenu
and use your virtual (soft) keyboard.

Preference: Click this item to access the Preferences window.

Full-Screen Mode: Click this item to change the size of your display window
to the full screen mode.

Exit: Click this item to exit from the remote console.

Show User List: Click this item to display the user list.

Menubar Ul Style: Click this item to change the toolbar display format.
Keyboard Mouse Hotplug: Click this item to hotplug keyboard and mouse.
Macro: Click this item to enable Macro support and use Macro features.

Record: Click this item to access the Video Recording submenu and to use
video recording.

. Set power on-off: Click this item to turn the system off.

Resolution: This item displays the remote console resolution in pixels.

IP Address: This item displays the IP address of the IPMI.

2-67



SUPER® SMT IPMI User's Guide

1.

Options - Keyboard Mouse Hotplug

This feature allows you to enable keyboard/mouse hotplug support for your remote
console.

s | UserList Capture PowerControl Exit
g ey el bt (L) 2015 American
Preference

Full-Screen Mode
03D Ul Style
Keyboard Mouse Hotplug

Click on Keyboard Mouse Hotplug under the Options menu.
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2.8.1e Console Redirection - User List

This feature allows you to access the user list.

1. Click on Show User List under the Options to show the user list. A pop-up
window will appear and show the following information:

® Session ID: This item displays the current session ID number.

® User Name: This item displays the name of each user.

® |P Address: This item displays the IP address of the client server.

Session ID [ User Name [ IP Address
1196971232|ADMIN [7723132.179

action
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2.8.1f Console Redirection - Capture

This feature allows you to capture the screen displayed on your remote console.

1. Click on Full screen view under the Capture menu.
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2.8.1g Console Redirection - Power Control

Under the Power Control menu, you can manage the power state of the system.

Media Record Macro Options Userlist Capture | Powe

Set Power On

Set Power Off
Software Shutdown
Set Power Reset

em Date 03

1. The power control features are the following:

® Set Power On: Allows you to turn the system on if it is off.

® Set Power Off: Allows you to turn the system off.

® Software Shutdown: Allows you to perform a graceful shutdown of the
system.

® Set Power Reset: Allows you to reset the system.
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Power Control - Set Power On

The Set Power On option allows you to power on the system if the system is off.

Virtual Media Record Macro Options User Captur owel

setpoweron (1)
Set Power Off
Software Shutdown
Set Power Reset

1. Click the Set Power On option under the Power Control menu.
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1.

Power Control - Set Power Off

The Set Power On option allows you to power off the system if the system is on.

Virtual Media Record Macro

Software Shutdown
Set Power Reset

Click the Set Power Off option under the Power Control menu.
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Power Control - Software Shutdown

The Software Shutdown option allows you to perform a graceful shutdown of
the operating system.

al Media Record Macro Options Userlist Capture | Pow

1. Click the Software Shutdown option under the Power Control menu.
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Power Control - Set Power Reset

The Set Power On option allows you to reset the system.

Virtual Media Record Macro Options User Capiut Po

Utility Set Power On
Set Power Off
Software Shutdown
set Power Reset (1))

em Date 03

1. Click the Set Power Reset option under the Power Control menu.
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2.8.1h Console Redirection - Exit

Under the Power Control menu, you can manage the power state of the system.

Are you sure??

@ [ved ][ 1o |

1. To exit the Console Redirection, click on Exit under the Exit menu.

2. Click on <Yes> in the Exit dialog box to exit.
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2.8.2 Power Control

This feature allows the user to check the power state and manage the system. When
you click on Power Control in the Options window, the following screen will display.

. Host dentiication ~
UPERMI Server: 172031035013 @ criticatgetrest@voqout Engish  ~
User: __ADMIN __(Administrator)
System Server Healtn Configuration Remote Control ___ Virtual Wedia Waintenance Help
© Remote Control © Power Control and Status Help : Power Control and
Status
© Console Redirection
« Click Reset Senver] and

press [Perform Action]

foresetthe host sener.
« Click [Power Off Servr -
© Launch soL Immediately] and press

below. To perfor optons.

© Pover Control below and pess Perfor Acton

Host is currently on r off the remote
Do immeden
« Gl Powsr oS-
@De—> o resesonr ordery Shudown]and
press [Perform Action]
© Power o Sener-immedie e e
(© Power Off Server - Orderly Shutdown shuidown the remole
o ey
Power On Server * Click [Power On Server]
Power Cycle Server and press [Perform
Action] to power on the
raem:
@—> [ romicin « GidPowsrOvte
Sovaandieuss

[Perform Acton) to reset
the power cycle of the.
remote server.

per Micro Computer, |

1. To enter the screen shown above, click on the "Power Control" item in the
Remote Control sidebar. The following options are listed:

® Click on Reset Server to reset the host server.

® (Click on Power Off Server - Immediate to power off the remote server im-

mediately.

® (Click on Power Off Server - Orderly Shutdown to power off and shutdown
the remote server in an orderly fashion.

® (Click on Power On Server to power on the remote server.
® Click on Power Cycle Server to power cycle the remote server.
2. Click on <Perform Action> after choosing an option to commence

3. Click on the <Help> tab to display the Help menu. The menu includes an
explanation of all the power modes.
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2.8.2 Launch SOL

This feature allows you to launch the remote console by using SOL (Serial over
LAN). This feature provides serial port connections over LAN to allow the user to
access a host server via console redirection. It also allows a system administrator
to monitor and manage a server from a remote site.

Host Identification:
Server: 172.031.035.013
User __ADMIN

@ criticalOretresn@Logout English  ~

éUrPJLMlL‘R

System

(Agministrator )

Server Health Configuration Remote Control _ Virtual Media Maintenance Help

© Remote Control © SOL Console @ HHelp : SOL Console

This feature allows you to
© console Redirection Taunch the remote consols by
using SOL (Serial over LAN).

Press the butont aunch the SOL console and manage the server remate
B =2 This feature provides serial

© Power Contro

portconnections over LANto
alowthe userto access a

© taunch soL host server via Consols
Redirection. t also allows a

[ Launch soL system administratorto
montor and manage a server
@ fom aremole st
s N

x

Do you want to run this application?

Name: Java SOL Viewer

___CJ Publisher: Super Micro Computer, Inc
T—
From: hittp://172.31.41.61:80/50L__V0.5. 11.jar

This application will run with unrestricted access which may put your computer and
personal information at risk. Run this application only if you trust the publisher.

["] Do not show this again for apps from the publisher and location above

i JEERV

®

1. To enter the screen shown above, click on Launch SOL in the left coloumn.

2. Click on the <Launch SOL> button to launch SOL.

3. In the dialog box that asks "Do you want to run this application?', click on
<Run>. The SOL Viewer screen will appear as shown on the next page.

4. Click on the <Help> tab to display the Help menu. The menu inludes an
explanation of the SOL Console.
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172.31.41.61

1. You can select a baud rate (bps) from the pull-down menu as your SOL trans-
fer rate. The options are listed below. Make sure that the baud rate selected
here matches the baud rate set in the BIOS.

® 9600 bps (bits per second)
® 9200 bps

® 38400 bps

® 57600 bps

® 115200 bps

2. Once you have selected the baud rate, click on <Start> to start the session.
Once you have started the session, you can input SOL commands through
the command-line interface.

3. Click on <Stop> to stop the SOL connection.
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2.9 Virtual Media

This feature allows you to upload and share images via the BMC (Baseboard
Management Controller). These images will be emulated to the host server as USB
applications. When you click on Virtual Media in the Options window, the following
screen will display:

ication:
: 172031035013

~ fost Identif
SUPERMICR® server:
ADMIN____(Administrator)

@ criticalQRefresh@Logout English

System server Health Configuration Remote Control __ Virtual Media Maintenance | Help

@o—> © Virtual edia © Virtual Media

© Floppy Disk This section alows you

toBHC.

© Co-ROM Image

768. Tis

Javascriptdo_toggleHelp)

£©2014 Super |

1. This section shows information related to virtual media, such as Floppy Disk
and CD-ROM Image.

® Floppy Disk: Upload a binary image with a maximum size of 1.44MB. This image
will be emulated to the host as a USB device.

® CD-ROM Image: Share a CD-ROM image over Windows Share with a maximum
size of 4.7GB. This image will be emulated to the host as a USB device.

2. Click on the <Help> tab to display the Help menu for the Virtual Media page.
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2.9.1 Floppy Disk

This feature allows you to configure Floppy Disk image files for sharing. When
you click on Floppy Disk in the Options window, the following screen will display:

Host Identification
Server: 172.031035013
ADUIN

@ critical@retresh@Loout English  ~

=

System

user: (Administrator )

Server Health Remote Control _ Virtual Media

Configuration Maintenance Help

© Virtual Media © Floppy Image Upload Help : Floppy Image
Upload
Floppy Disk
© Floppy Dist  Click [Refresh Status] to
testing 14808 o the reffesh the USE floppy
© coRomimage BHC. This mage wi be emuiated o th hostas USS devie, orthe flash device

 Click [Browse]to select

@Do—> oo No dskemulson set. Consol rececton.
+ eryou soleces

Devce 2 No disk emuiaton set ferioue saeces
Devce 3 No disk emuiaton set {Uploadto upoad your
image fleto e sener.

®o—-> [ Refresh Siatus | o

Floppy Image File I 74—.(:)

@o——> Upload | nount

1. Dislpays a list of devices and their status (e.g. Device 1, Device 2, Device 3).
2. Click on <Refresh Status> to refresh the Floppy disk.

3. Click on <Browse> to select an image file from a specified location for your
console redirection.

4. After you have selected your image file, click on <Upload> to upload your
image file to the server.

5. Click on the <Help> tab to display the Help menu. The menu explains the
function of each button on the page.
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2.9.2 CD-ROM Image

This feature allows you to configure CD-ROM image files for sharing. When you
click on CD-ROM Image in the Options window, the following screen will display:

. Host dentifcation
SUPERMICR® Server: 172031035013 @ critcalQgetresh@Logout English  +

User._ ADMIN __(Administiator)

System Server Health Configuration Remote Control _ Virtual Media Maintenance Help

© Virtual Media © Image on Windows Share @ Help : Image on Windows
Share
Floppy Disk
© Floppy Dis « Click [Refresh Status]to
over a Windows Share 768, ™is ffresh US
image wil be emuised o the host s USB device FloppyFlash and CD
ROMISO
« Enter the Share Host
server for your console
g Dece No disk emulation set. rediecton.
Inthe Path to Image
Deice2 No disk emulation set. e,

Device 3 No disk emulation st the CD-ROM image file

for sharing
— Refresh Status. Inthe Users (Optional)

el specity e users
. nathave access to e
—» snare host CD-ROM image files.
(This item is optional).
—> Fantoimage Inthe Passwora
(Optional) field, enter
- User optionan) your user password
(Optonal)
5 Al R
followhe seps below.
([save ) [ Mount ] [ Umoun 1. Ciick [Savel
2. Click [Mount]
@  Tounmount an image
fle ollow he steps
velow.
1. Click [Unmount].
2. Click [Save].

© coRoMImage

999

by

99

ght © 2014 Super Micro Computer,

1. Dislpays a list of devices and their status (e.g. Device 1, Device 2, Device 3).

2. Click on <Refresh Status> to refresh USB Floppy/Flash and CD ROM/ISO
devices.

3. Enter the Share Host server for your console redirection.

4. In the Path to Image field, enter the path to the CD-ROM image file for shar-
ing.

5. In the Users (Optional) field, specify the users that have access to the CD-
ROM image files. (This item is optional).

6. In the Password (Optional) field, enter your user password. (Optional.)
7. To mount an image file, click on <Save> and then <Mount>.
8. To unmount an image file, click on <Unmount> and then <Save>.

9. Click on the <Help> tab to display the Help menu. The menu inlcudes instruc-
tions on how to share a CD-ROM image.
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2.10 Maintenance

Use this feature to manage and configure IPMI device settings. When you click on
Maintenance in the Options window, the following screen will display:

- Host dentiication: i
UPERMICR® Server: 172031035013 @ criticalQRefresn@Loqout English  ~
User: DN _(Adminisrator)
system Server Health Configuration Remote Control _ Vitual Media Maintenance | Miscellaneous | Help
© Maintenance © Maintenance @ Help : Maintenance
O Use this feature to manage
© Firmware Update 1 {o maintain n reset and configure IPHI device
sel
© unitReset

© IkvM Reset

© Factory Defauit

© 1P Configuration
© system Event Log = 5105 Update - Perom 505 updete

© 8105 Update

1. This screen displays the following items:

® Firmware Update: Click this item to update the remote server's BMC firmware.
The Firmware Update screen is shown in the next section.

® Unit Reset: Click this item to reboot the BMC (IPMI) controller.
® |KVM Reset: Click this item to reset the IKVM setting.
® Factory Default: Click this item to restore IPMI to the factory default settings.

® |PMI Configuration: Click this item to save IPMI configuration settings to a file
or to load IPMI configuration settings from a file.

® System Event Log: Click this this item to turn on or off the system event log.
® BIOS Update: Click this item to update the BIOS.

2. Click on the <Help> tab to display the Help menu for the Maintenance page.
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2.10.1 Firmware Update

Use this feature to update the IPMI firmware. When you click on Firmware Update
in the Options window, the following screen will display:

Host Identification
Server: 172031.035.013
ADMIN

—

system

@ criticatQretresi@oqout English  ~

User: (Administrator )

Server Health Configuration

Remote Control Virtual Media Maintenance Miscellaneous Help

waintenance elp : Firmware Update
© wainte irmware Update Help : Fit Upd:
« Click [Enter Update
@ Firmware Updata Hode] o enter the
Press Entr Update Modetoputthe device i aspecial mode that alows fimware updle update mode.
© unitReset ek P = = warning message will
dispi
© IKVH Reset “Waming]-" Once
the server s in the
firmware update mode,
© Factory Default the device will be.
—» Enter Update Mode reset, and the server
© 1em Configuration will rsboot even i you
cancel firmware
updating.
System Event Lot
O s 9 « Click[OK]to update.
py— your PHI firmware

Once youve clicked OK-
o updte the firmware,
the Firmware Upload
screen willdisplay as
shown on the next

« Click[Cancel]to cancel
firmware updates.

Message from webpage [

Do you want to enter update mode? You will not be able to perform
P any other tasks until firmware upgrade is complete and the device is
rebooted.

To update IPMI Firmware, follow the instructions below.

1. Click on <Enter Update Mode>.

2. Adialog box will a. It will ask: "Do you want to enter update mode?" Click on
<OK> to proceed with the update.

3. Click on <OK> to update your IPMI firmware. After you click <OK> to update
the firmware, the Firmware Upload screen will display as shown on the next
page.

4. Click on <Cancel> to cancel firmware updates.

5. Click on the <Help> tab to display the Help menu. The menu includes instruc-
tions on how to update the firmware.

A Warning: Once the server is in the firmware update mode, the device will
reset, and the server will reboot even if you cancel the firmware update.
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After you click on <OK> to update the IPMI Firmware, the following Firmware Upload
screen will display as shown below.

@; \“ D Refresh @ Logout &

System Server Health Configuration Remote Control _ Virtual Media Maintenance Help

© Firmware Upload

' get 100 percent, After tha, please i
redirectfo the Logh page automatcaly.

©&—>
O>—>
RON

Copyright © 2014 Super Micro Computer, nc.

6. Enter the name of the firmware you wish to upload. You can also select a
firmware specified location by clicking on <Browse>.

7. Click on <Upload Firmware> to upload the selected firmware to the host
server.

A Warning: To properly update your firmware, do not interrupt the process.
The system will reboot after the firmware update is complete.

8. Click on <Cancel> to abort firmware uploading.
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2.10.2 Unit Reset

Use this feature to reset the IPMI device. When you click on Unit Reset in the Op-
tions window, the following screen will display:

. Host Identiication
SUPERMIC Server: 172031035013 @ criticalQRetresh@Logout English  +
User: ADMIN (Administrator )
System Server Health Configuration Remote Control _ Virtual Media Maintenance Miscellaneous _Help )
© Maintenance & Unit Reset @ Help : Unit Reset
Py —— Usetiseare oresetine
© untroset Clekan th reset buton o reboot he P device.
© Vi Reset

© Factory Defautt @

© Pm Configuration
© systemEvent Log

© BiOS Update

1. Click on <Reset> to reset the IPMI device.

2. Click on the <Help> tab to display the Help menu for the Unit Reset page.
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2.10.3 IKVM Reset

This feature allows you to reset IKVM. It will reset virtual media, IKVM keyboard
and mouse. When you click on /IKVM Reset in the Options window, the following

screen will display:

Host Identifcation
Server: 172031.035.013

=

@ critcafDRetresh@Logout English  ~

User:___ADMIN___(Agministitor)
System Server Health Configuration Remote Control _ Virtual Media Maintenance Miscellaneous telp

© wmaintenance & IKVM Reset @ Help : IKVM Reset

© Firmuare pdate et i e e

o media, IKVM keyboard and

© unitReset

© KVMReset

© Factory Detautt @

© 1PwI Configuration

© system EventLog

© BIOS Update

1. Click on <Reset> to reset virtual media, IKVM keyboard and mouse.

2. Click on the <Help> tab to display the Help menu for the IKVM Reset page.
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2.10.4 Factory Default

This feature allows the user to restore IPMI to factory default settings. When you
click on Factory Default in the Options window, the following screen will display:

Host Identification:
Server: 172031035013
User AN

@ criticagetresh@Logout Engish  ~
(Administrator)

System Server Health Configuration

Remote Control

Virtual Media Maintenance Miscellaneous Help

Help : Factory Default

© maintenance © Factory Default @
This feature allows the user

© Firmware Update to estore IPHI to factory

defaulsetings.

© unitReset

© KM Reset
© Factory Defaut @
© 1PN Configuration
© system Event Log

© 805 Upaate

1. Click on <Restore> to reset the IPMI to factory default settings. The IPMI con-
nection will reset.

2. Click on the <Help> tab to display the Help menu for the Factory Default
page.
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2.10.5 IPMI Configuration

This feature allows the user to save IPMI configuration settings and restore it.
When you click on /IPMI Configuration in the Options window, the following screen
will display:

. Host Identifcation
ézmmcao Server: 172031035013 @ criticalQretresh@Logout English  ~
User. __ADWIN_(Administator)
system Server Health Configuration Remote Control __ Virtual Media Maintenance Miscellaneous Help
© Maintenance © IPMI Configuration @ Help : IPMI Configuration
o « Click[Savelto save e
O firmuiare Update PHI Configuration
seftings.
© Urit Reset o Fromthe Reload pull-
fown menu, select an
© vmReset PHI Configuration
Seftingto eload.
& Factory Defa « Giick[Reload]toreload
© 1P Coniguration Reload IPMI Configuration Browse @ Seting.
Reload
© system EventLog
Sostmn ®

1. Click on <Save> to save the current IPMI configuration.
2. Click on <Browse> to select a configuration from specified location to reload.
3. Click on <Reload> to save the IPMI Configuration settings.

4. Click on the <Help> tab to display the Help menu. The menu includes instruc-
tions on how to configure the IPMI configuration.
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2.10.6 System Event Log

This feature displays a list of the system event log. When you click on System Event
Log in the Options window, the following screen will display:

Host Identifcation:
Server: 172031035013

@ criticalQgefresh@togout Engish  ~

User_ADMIN __(Adminisrator)
| system Server Health Configuration Remote Conirol __ Vitual Media Waintenance Wiscellaneous Help
© Maintenance © List of System Event Log Help : List of System
Event Log
© Firmuare Update This page displays the
Below s st of he System Event Lo fecords of System
© unitReset o . The eventlog indicates the
m calco
© Vi Reset. had occurred znd when this
© Factory Defa
Log Table: 0 entres
© e Contguration o Time P Adiress Description

© system EventLog

© 8105 Upaate

1. Check the <Enable System Event Log> box to display the records of system
events.

2. Click on the <Help> tab to display the Help menu for the System Event Log
page.
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2.10.7 BIOS Update

This feature allows the user to update the BIOS. When you click on BIOS Update
in the Options window, the following screen will display:

Host Identiication:
Server: 172.031035.013
ADUIN

system

@ criticalQRefresh@Logout English  ~

User: (Administrator)

Server Health

Configuration Remote Control  Virtual Media Maintenance Miscellaneous Help

© Maintenance © BIOS Upload @ Help : BIOS Product Key

© rimuare tate * St s anss

© unitReset oo o pst. o=l

© KM e
(P oy scs + Posarean

© Facto fauit Node ProductKey: ] ] ] ] ] i\::'e;rr‘r:‘\‘:: 1o getmore

© P Confguration
Select B0 image 1 upload

© system Event Log Browse. 4—0@
0505 (Fp——P> [ usimisios

Copyright © 2014 Super Micro Computer, Inc.

Displays information on the Node Product Key status.
2. Click on <Browse> to select a BIOS image to upload.

3. Click on <Upload BIOS> to upload the BIOS image and proceed with the
update.

Click on the <Help> tab to display the Help menu. The menu displays infor-
mation relating to the product key and BIOS license.
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2.11 Miscellaneous

This screen displays various features that the user can perform. When you click on
Miscellaneous in the Options window, the following screen will display:

Host Identification
Server: 172031036013
user:

@ criticalOgetrest@vogout English  ~
AOMN__(Agminstator)

system

Server Health Configuration

Remote Control  Virtual Media

Help

© wiscellaneous © Miscellaneous

Help : Miscellaneous
© swcRakp ower-On-Self Test) code

= Post Snooping : Query the post snooping code

query and turming-on-offUID.
® SUCRAKP : SHC RAKP cnable/disabie control. To query POST codes
S upcones * D Control - You can tum onoff UD on thispage. X EmErE EE )

‘Copyright © 2014 Super Micro Computer, Inc.

1. This screen displays the following information:
Post Snooping: Query the post snooping code.
® SMC RAKP: SMC RAKP enable/disable

UID Control: Turn on or off the UID on this page.

Click on the <Help> tab to display the Help menu for the Miscellaneous page.
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2.11.1 Activate License

This page displays the Node Product Key. Enter the license key to enable features
such as OOB (Out of Band) BIOS update and RAID management. The license key
is a paid feature and is optional. The license key part number is SFT-OOB-UC and
can be purchased from the Supermicro Sales department or a reseller. One key
can be used per board.

system senver Healtn Configuration Remote Control __ Virtual Wedia Waintenance

© Activate License

© sucrakp

Node ProductKey sttus :_ Not activated
© up control Node ProductKey { ]

1. Displays the Node Product Key.

2. Click on the <Help> tab to display the Help menu for the Activate License
page.
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2.11.2 Post Snooping

This page displays the current BIOS code. When you click on Post Snooping in the
Options window, the following screen will display:

Host Identification:
Server: 172031035013
user:

ADUIN

@ criticatDretresn@Logout English  ~
(Administrator )

Server Health

Configuration

Remote Control  Virtual Media Maintenance

Miscellaneous
© Hiscelaneous

Help

@ Post Snooping
© Post snooping

@ Help : Post Snooping
Tris page displays current
BIOS post code.
© sucrake T page dspays curent B0S post code.
© uncontrol

1. Click[Post Snooping]in

ne Optons o
T PestSnooping
Postsnooping wq—@

screen wil display as.

Shown above.
2. Click Refresh]to query
the POST Snooping
Refresh | code for BIOS LPC
Port30.

1. Displays the current BIOS code.

2. Click on the <Help> tab to display the Help menu for the Post Snooping page.
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2.11.3 SMC RAKP

This feature allows the user to enable or disable the SMC RAKP (Remote Authen-
ticated Key-Exchange Protocol). When you click on SMC RAKP in the Options
window, the following screen will display:

@ criticalQretresh@voqout English  ~

Miscellaneous

Help

© SMC RAKP @ Help : SMC RAKP
This feature allows the user
toen c
© swerae You can enabildisabie SHC RAKP on this page. avle
© unco 1. Click[Enable] o enable
o> Curent e status - OFF SHICRAP.
2. Ciick[Disablelto
disable SUC RAKP.
- setting
isatle
@,/—V
[Csae ]

1. Displays the current RAKP status.

2. Click on <Enable> to enable RAKP.
3. Click on <Disable> to disable RAKP.
4. Click on <Save> to save the changes.

5. Click on the <Help> tab to display the Help menu. The menu inlcudes instruc-
tions on how to enable or disable SMC RAKP.
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2.11.4 UID Control

This feature allows the user to turn on or off the UID (Unit Identification). When
you click on UID Control in the Options window, the following screen will display:

- Host Identifcation -
. Server: 172031035013 © criicaQRetrest@Losout English
User: __ADMIN _(Agministrator)
system Server Health Confguration Remote Control ___ Virtual Media Maintenance Help
© miscellaneous © UID Control Help : UID Control

This feature allows the user
© Post snooping totum-on ortur-off UID (Unit
Identfication) ontrol. To turn
Yo cantum o/off UID on s page.
© sMCRAKP tum onloff UID on this pag on or off UID control, follow
he instrucions below:

© unconty Clck[Tum Orjtoturm
P CurentUD staus  OFF an UD contol
Click [Tum Off] to tumn off
UID contol
P © TURNON
- © RO

@®

Click [Save]to save the
sefing.

AN

cro Computer, |

1. Displays the current UID status.

2. Click on <TURN ON> to turn on the Unit identification.
3. Click on <TURN OFF> to turn off the Unit Identification.
4. Click on <Save> to save the settings.

5. Click on the <Help> tab to display the Help menu. The menu inlcudes instruc-
tions on how to turn on or off the UID.

2-96



Chapter 3: Troubleshooting

Chapter 3

Frequently Asked Questions

3-1 Frequently Asked Questions

Question: How do | flash the IPMI firmware?

Answer:

Method#1

1. Click the <Maintenance> button. Browse the files available and select the cor-
rect file to flash the firmware.

2. Click the <Update Firmware> button to proceed with firmware flashing.

Method#2

® You can flash the IPMI firmware using flash tools located at:

ftp://ftp.supermicro.com/utility/IPMI FW flash tools/.

® For the latest IPMI Firmware, please refer to:

ftp://ftp.supermicro.com/firmware/nuvoton/.

Question: If | am using a firewall for my network connections, which ports should
| open so that | can access my IPMI connection?

Answer: In order to access your IPMI connection behind a firewall, please open
the following ports:

HTTP: 80 (TCP)

HTTPS: 443 (TCP)

IPMI: 623 (UDP)

Remote console: 5900 (TCP)
Virtual media: 623 (TCP)
SMASH: 22 (TCP)

WS-MAN: 8889 (TCP)
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Question: When | update the IPMI firmware through the web, why do | get a file
download pop-up even though the firmware was not updated?

Answer: This may be caused by your anti-virus software. Some anti-virus soft-
wares can cause this. Disable your anti-virus software temporarily and update
your firmware.

Question: My system seems to function properly. So why does the IPMI event log
indicate that my voltage and temperatures are beyond the limits?

Answer: It is not a normal condition. Make sure that there is no other device ac-
cessing the 12C bus. If another device accesses the I°C bus frequently, it might
cause a collision with the BMC when this device accesses the I)C bus. When you
see this error, please uninstall Im_sensors in the Linux.
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Appendix A

Flash Tools

A-1 Overview

This chapter provides instructions on how to use ATEN Flash Tools. ATEN Flash
Tools Utility supports firmware updates and firmware dumping.

Firmware Updates

The ATEN Flash Tools utility provides a complete solution for firmware updates. The
user can flash the firmware using DOS, Windows or Linux. In addition, Windows
and Linux allow the user to update the firmware via LAN or KCS.

Firmware Dumping

In addition to firmware updating, ATEN Flash Tools also support firmware dumping
from the BMC (Baseboard Management Controller). You can use this feature to
back up the firmware by dumping the current version of the firmware to an archive
folder before updating to a new version. It will also allow you to flash other BMCs
in the factory for mass production. Firmware dumping is supported by DOS, Win-
dows and Linux.

A-2 Reference

ATEN Flash Tools Utility was built in reference to the IPMI - Intelligent Platform

Management Interface Specification Second Generation v2.0, Document Revision
1.0, February 12, 2004, by Intel, Hewlett-Packard, NEC, and Dell.




SUPER® SMT IPMI User's Guide

A-3 Using ATEN Flash Tools in the DOS Environment

To use the ATEN Flash Tools in DOS, follow the steps below:

1. At the command line prompt, type “cd /specify location” to change to the
directory where the flash tool is located. Example: “cd /temp”

2. At the command line prompt, type "AwUpdate.exe" and press <Enter>.

3. The information about the utility will be displayed. Follow the instructions
given on the screen to configure the settings as shown in Figure 1.

ATEN Technology, Inc.
FUNCTLON IPMI FIRMMARE UPDATE UTILITY
BUILD DATE : Jul 26 2013

USAGE :

*

<i>Update FIRMUHRE Aullpdate.exe —f filename.hin [OFTION]
€2>Dump FIRMUAR U d .exe —d filename

¢3>Restore CONFIG .exe —f filename.hin
¢4>Backup CONFIG RuUpdate.exe —c¢ —d filename.hin

ok ok ok ok ok ok ok

OPTION
—i the IPMI channel, currently, lan supported only
LAM channel ific arguments
and RMCP+ port, (default port is 623>

ord correlated to IPMI user name
Configuration (default is Preser

estore configurations
—d [hackup binl Backup configurations

EXAWFLE
we_like to upgrade firmware through LAN channel with
MC TP address 10.11.12.13 port

IEE SRR RERERE]

sUpdate.exe —f Fu.bin —i lan —h 18.11.12.13 623 —u —p pud —» y
Aullpdate.exe —d fudump.bin —i lan —h 18.11.12.13 623 —u usr —p pud —» v

we Like to westoresbackup [PML config through LAN channel with
.12.13 port 623

3 rue Configuration
Auvllpdate.exe —¢ —f fw.bin —i lan -h 10.11.12.13 623 —u usr -p pud
Auvllpdate.exe —c —d fwdump.bin -i lan -h 10.11.12.13 623 —u usr -p pud

IEE R R REREREEEEEE]

\tenp>

Figure 1: IPMI Firmware Updates Utility in DOS - Main Screen

The main screen of the IPMI Update Utility for DOS (above) displays the version
and the built date of the utility currently used in the system. The DOS version of
Flash Tools Utility allows the user to update or dump the firmware via KCS channels.
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Firmware Updating via KCS Channels

To update your firmware via KCS (Keyboard Controller Style), type <dUpdate.exe
—f [filename.bin] —r y.> After entering this command, a screen will display as shown
in Figure 2.

1. —f: Type <-f> to enter the file name of the firmware that you want to update.

2. —r: Type <-r> to preserve the configuration settings you've chosen. This fea-
ture is optional. The default setting is to "preserve" the configuration.

3. y: Type <y> for the BMC to keep all settings after the firmware is updated,;
otherwise, the BMC will reset all settings to factory default.

After you have entered the commands above, ATEN Flash Tools will start to update
the firmware. There are two phases in firmware updating.

rdupdate.exe —f hermon™1.bin -r y_

GET>dupdate.exe —-f hermon™1.bin

Figure 2: Examples of Firmware Updates with or without the "Preserved”
Command
1. Phase 1 is to transfer the FW image file to the BMC. In this phase, Flash
Tools will transfer three parts to the BMC as shown in Figure 3, Figure 4 and
Figure 5.

If the FW update fails,PLEASE TRY AGAIN
update part @, the size is Ox6f0000 bytes

Transfer data ................ 164K bytes

Figure 3: Transferring (Part 0)

If the FW update fails,PLEASE TRY AGAIN
update part 1, the size is 0x110000 bytes
Transfer data ................ 61K bytes b_

Figure 4: Transferring (Part 1)

If the FW update fails,PLEASE TRY AGAIN
update part 2, the size is OxZ240000 bytes
Transfer data ................ B8ZK bytes 4 _

Figure 5: Transferring (Part 2)
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2. Phase 2 is to flash the new firmware. The progress of firmware updating will

be displayed as shown in Figure 6. The BMC will reboot after the firmware
is completely updated. Please wait for the BMC to complete system reboot
(Figure 7).

If the FW update fails,PLEASE TRY AGAIN
update part 2, the size is 0x240000 bytes
Transfer data 2304K bytes 100x

Programming Flash
Please wait....If the FW update fails. PLEASE WAIT 5 MINS AND REMOVE THE AC...
Update progress:2 »

Figure 6: Progress of Firmware Updating

If the FW update fails,PLEASE TRY AGAIN
update part 2, the size is ©x240000 bytes
Transfer data 2304K bytes 100

Programming Flash

Please wait....If the FW update fails. PLEASE WAIT 5 MINS AND REMOUVE THE AC...
Update progress:100 x

Update Complete,Please wait for BMC reboot, about 1 min

Figure 7: Updates Completed

Dumping Firmware from the BMC via KCS channels

The user can dump the firmware by typing <dupdate.exe —d [flename].> Flash
Tools will dump the firmware into the file that the user has assigned in the previous
command. In the example given in Figure 8, Flash Tools will dump the firmware
to dump_img.

C:NGET>dupdate.exe —-d dump_img_

Figure 8: Example of Firmware Dumping via KCS

There are two phases in firmware dumping.

1.

During Phase 1, the Flash Tools Utility is waiting for the BMC to prepare the
firmware for dumping. As soon as preparation is complete, the Flash Tools Util-
ity will enter Phase 2.

In Phase 2, the Flash Tools utility gets the firmware from the BMC. The user
can see the progress on the screen as shown in Figure 10.

2209202900666 B B B G I B B I R
= ATEN Technology, Inc. -
R A AL A BB BBBREBER BB MAEH HBEE ES R
» FUNCTION  : IPMI FIRMWARE UPDATE UTILITY

* UERSIDN i 1.15

» BUILD DATE : Jan 06 2010
» USAGE :

"

(1)Update FIRMWARE : dUpdate.exe —f filename.bin [DPTION]
(Z2)Dump FIRMWARE : dUpdate.exe -d filename
T L
»* DPTION =
* -r Preserve Configuration(default is Preserve) »
* n:No Preserve, reset to factory default settings »*
* y:Preserve, keep all of the settings =
IR I I P I I K BTN I IR K BT IEIE N K NN IR KA KNI IKFK R HH NI

Phasel:Wait for BMC

Figure 9: Phase 1- Flash Tools Waiting for the BMC to Prepare Data
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= ATEN Technology, Imc. x
OSSR ——
FUNCTION  : IPMI FIRMWARE UPDATE UTILITY
VERSION : 115
BUILD DATE : Jan 06 2010
USAGE g
(1)Update FIRMWARE : dUpdate.exe —f filename.bin [OPTIONI
(2)Dump FIRMWARE : dUpdate.exe -d filename
R R R IR A IR IR0 IR RIS IR IR R IR AR
= OPTION B
= -r Preserve Configuration(default is Preserve) B
= niNo Preserve, reset to factory default settings B
= yiPreserve, keep all of the settings x
R R B R B R R R B 0B B BB KRR BRI KRR R B R R

*
*
*
*

Figure 10: Flash Tools Dumping the Firmware
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Using ATEN Flash Tools in Windows/Linux

In addition to DOS, ATEN's Flash Tools Utility supports Windows and Linux plat-
forms.

The Windows/Linux version of Flash Tools Utility provides the same features sup-
ported by the DOS version. In addition, it also allows the user to update the firmware
via LAN connections.

To use the ATEN Flash Tools in Windows/Linux, follow the steps below:

1.

For Windows, start the Command Prompt. For Linux, start the Terminal.

At the command line prompt, type “cd /specify location” to change to the
directory where the flash tool is located. Example: “cd /temp”

At the command line prompt, type "AwUpdate.exe" and press <Enter>.

The information about the utility will display. Follow the instructions given on
the screen to configure the settings as shown in Figure 11.

B Command Prompt [~

< ATEN Technology, Inc.

FUNCTION :  IPMI FIRMWARE UPDATE UTILITY
UERSI1ON = 2.82

BUILD DATE = Jul 26 2013

USAGE H

¢i>Update FIRMWARE : Aullpdate.exe —f filename.hin [OPTION]
€2>Dump FIRMVARE  : Aulpdate.exe -d filename

¢(3>Restore CONFIG : Aullpdate.exe —f filename.bin
(4>Backup CONFIG : Aullpdate .exe —d filename.hin

*

*k ok ok ok ok % %

—i the IPMI channel, currently, lan supported only
LAN channel specific arguments
and RMCP+ port, (default port is 623>

IEEE SRR EREE]

we_like to upgrade firmuare through LAN channel with
C 8.11.12.13 port 623

is pud
ve Configuration
cexe —f fu.bin —i lan —h 18.11.12.13 623 -u usr —p pud -
loxe —d Fudump.bin —i lan —h 10.11.12.13 623 —u ubr op pud —r y

gbackup [PHI confiy through LAN channel with
.12.13 port 623

pud

reserve Conf iguration
fubpdace.exe —c ~f Fw-bin i lan —h 10.11.12.13 623 —u
n 10.11.12.13 623

x
=
*
*
*
*
*
=
x
x
x
x
=
*
*
*

Figure 11 Main Screen of Flash Tools (Windows Version)
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In the Windows/Linux version of the Flash Tools Utility, there are six parameters:

1.

—f: Type <-f> to enter the filename of the firmware that you want to update
—i: -i indicates the IPMI channel. Currently, KCS and LAN connections are
supported. If a LAN connection is used, the user needs to enter the following

parameters:

—h: Type <-h> to enter the addresses of the remote BMC and the RMCP+
port (default port is 623).

—u: Type <-u> to enter the IPMI username.
—p: Type <-p> to enter the password for the IPMI user.

—r: Type <-r> to preserve (to save) the configuration settings you've entered.
(This feature is optional.) (Default: preserve configuration.)

-y: Type <-y> for the BMC to keep all settings after updating the firmware;
otherwise, the BMC will reset the settings to factory default.

D:s>wllpdate.exe —f HERMONEUB_all.hin —i kcs —» w

D:~>ulpdate.exe —F HERMOMEUB_all.bin -i kcs

Figure 12: Example of KCS FW Updates with/without Preserving Configuration

To connect IPMI via KCS, type <wUpdate.exe/lUpdate —f [filename.bin] —I kcs —r
y> as shown in Figure 12.

D: ~>ullpdate.exe —f HERMONEUB_all.bin —i lan 1%2.168.46.65 —u alice —p secret

[D: “>wlpdate .exe —f HERMONEUB_all.bin —i lan —h 192.168.46.65 623 -u alice -p secret —» y

Figure 13: Example of LAN_FW_Updates with/without Preserving Configuration

and RMCP+ Port

To connect IPMI via LAN, type <wUpdate.exe/lUpdatewUpdate.exe -f [filename.bin]
-i lan -h 192.168.46.65 623 -u alice -p secret -r y> as shown in Figure 13.

For other settings, please refer to their counterparts in the DOS version for con-
figuration instructions.
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Appendix B

Introduction to SMASH

B-1 Overview

The SMASH (System Management Architecture for Server Hardware) platform,
developed by Distributed Management Task Force, Inc. (DMTF), delivers a host of
architecture-based, industry-standard protocols that will allow IT professionals to
simplify the task of managing multiple network systems in a data center. SMASH
offers a simple, intuitive solution to manage heterogeneous servers in a web envi-
ronment regardless of their differences in hardware, software, OS, or network con-
figuration. SMASH provides the end-user and the ISV community with interoperable
management technology for multi-vendor server platforms.

How SMASH works

SMASH simplifies typical SMASH scripts by reducing commands to simple verbs.
Although designed to manage multi-servers as a whole, SMASH can address indi-
vidual components in a specific machine by using the SSH command-line protocol.
Even when multiple processors, add-on cards, logical devices, and cooling systems
are installed in a server, SMASH can be directed at a particular component in the
server. A manager can use a text console to access, monitor, and manage all serv-
ers that are connected to the same SSL connection. SMASH can be programmed
to periodically check all sensors in all machines or monitor a particular component
in a specific server at any time. By adjusting the scope of tasks and the schedules
of monitoring, SMASH allows the IT professionals to effectively manage multi-
system clusters, minimize power consumption, and achieve system management

efficiency.
1. Command: 2. Transport
Protocol

->show &— >

4. A
Command Output: 34_.
cpu0 Transport
dISk1 Protocol

m sensor1

->

Figure 1 SMASH-CLP User Interface
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SMASH Compliance Information

SMASH documented in this user's guide is developed in reference to and in
compliance with the SMASH Initiative Standards based on the following DMTF
documents.

B-2

System Management Architecture for Server Hardware (SMASH) Command
Line Protocol (CLP) Architecture White Paper (DSP 2001)

SM CLP Specification (DSP 0214)

SM ME Addressing Specifications (DSP 0215)

SM SLP to CIM Common Mapping Specification (DSP 0216)

Common Information Model (CIM) Infrastructure Specification (DSP0004)
The Secure Shell (SSH) Protocol Architecture (RFC4251)

The Secure Shell (SSH) Connection Protocol (RFC4254)

An Important Note to the User

The information included in this user's guide provides a general guideline on how
to use the SMASH protocol for your system management. Instructions given in
this document may or may not be applicable to your system; it depends on the
configuration of the system or the environment it operates in.
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B-3 Using SMASH

This section provides a general guideline on how to use SMASH for your system
management in a web-based environment. Refer to the SMASH script provided
below to curtail a server management protocol for your systems.

# Note: The instructions listed below are applicable to both Windows and
Linux systems. We use the Windows platform as our default setting.

B-4 Initiating the SMASH Protocol

There are two ways of initiating the SMASH protocol.

To Initiate SMASH Automatically

You can initiate SMASH automatically by connecting the BMC (Baseboard Manage-
ment Controller) via the Secure Shell protocol (SSH) from a client machine.

To connect from a Linux machine
1. Use 'ssh<BMC ip address>'.

2. Enter the password.

To connect from other machines

1. Use a terminal emulator application such as Putty.

2. Enter the BMC ip address in the terminal emulator application.

3. Choose ssh as the connection type

4. Enter the password at the prompt.

5. At the prompt '#", enter "SMASH" to invoke the SMASH prompt ' —>.

6. If you have successfully logged in, the SMASH prompt will display.
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B-5 SMASH-CLP Main Screen

After you've successfully logged in the SSL network, the SMASH Command Line
Protocol Main screen will display as shown below.

£ 172314161 - PuTTY S | A e

Figure 2 SMASH-CLP Main Screen

B-6 Using SMASH for System Management

After you've familiarized yourself with SMASH commands, you are able to use these
commands to manage your system. To properly manage your network system, be
sure to follow the instructions below.

’ Note: Make sure that the format of all your commands are compliant with
the DMTF specification, which is "<Verb> [<option>] [<target>] [<proper-
ties>]", where:

® A Verb means a command.

® An Option works according to the definition of a command given in Section
B-7: Definitions of Command Verbs.

® A Target is a managed device.

® Properties are the specific attributes that you want to assign to a target
machine or to get from a target machine.
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=)

Figure 3 Using SMASH for System Management
B-7 Definitions of Command Verbs

Based on the DSP Specification, each target supports its own set of verbs. These
verbs allow the user to issue commands to a target system to perform certain tasks.
For example, the verbs supported by the admin target group include: cd, help, load,
dump, create, delete, exit, version and show etc.

® cd

The command verb cd is used to navigate to a specific target address using the
SSL protocol. For example, issuing the command cd/admin1 will direct you to the
target admin (AdminDomain).

® show

The command verb show is used to display the properties and the contents of a
target, a group of targets, a sub-groups of the target(s). Properties, contents, sup-
ported operations related to the target, the group of targets or their sub-targets will
be displayed.

® exit

The command verb exit is used when you want to exit from a SMASH session or
close a session.

® help

The command verb help is used when you want to get helpful hints or information
on a context-specific item. This command has the same function as the help option
listed for the target group.

® Version

Use the command verb version to display the CLP version used in a specific
machine.
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® set

Use the command verb setf to assign a set of values to the properties of a target
machine.

® start

The command verb start is used to turn on the power control, to start a process, or
to change an operation state from a lower level to a higher level in a system.

® stop

The command verb stop is used to turn off the power, to stop a process, or to
change an operation state from a higher level to a lower level.

® reset

The command verb reset is used to enable or to disable the power control of or
the processes of the machine.

® delete

The command verb delete is used to delete or to destroy an entry or a value previ-
ously entered. It can only be used in a specific target as defined according to the
SAMSHCLP Standards.

® Joad

The command verb load is used to move a binary image file from a URI source to
the MAP. This command will achieve different results depending on the setting of
a target system, and how the verb /oad is defined in the DSP specification used
in the system.

® dump

The command verb dump is used to move a binary image file from the MAP to a
URI source. This command will achieve different results depending on the setting
of a target system, and how the verb dump is defined in the DSP specification
implemented in the system.

® create

The command verb create is used to create a new address entry or a new item in
the MAP. It can only be used in a specific target as defined in the SMASH profile
or in MAP specifications.
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B-8 SMASH Commands

The following table provides the definitions and the descriptions of SMASH com-
mands. The most useful commands are show and help, which will provide the user
with useful information on how to navigate through the SSL network connection.

Option Short Definition Notes
Name Form
-all -a Instructs a command verb to perform None
all tasks possible
-destination <UR/> None Indicates the final location of an image | URI or SM instance
or selected data address
-display -d Selects data that the user wishes to This can generate mul-
display tiple query results
-examine -X Instructs the Command Processor None
to examine a command for syntax or
semantic errors without executing it
-force -f Instructs the verb to ignore any warn- None
ings triggered by default but go ahead
executing the command instead
-help -h Displays all information and documen- | None
tation regarding the command verb
-keep <ml[.s] -k Sets a time period to hold and keep The amount of time set to
the Job ID and the status of a com- hold a command Job ID
mand or its status can differ.
-level <n> - Instructs the Command Processor to Levels should be
execute the command for the current expressed in a nature
target and for all target machines number or "all".
within the level specified by the user
-Output <args> -0 Controls the format and the content of | Many variables or factors
a command output. This only supports | can affect the outcome of
"format=clpxml" and "format=keyword" | format, language, level of
details of the output.
-Source <URI> None Indicates the location of a source im- URI or SM Instance
age or a target Address
-Version -V Displays the version of the command None
verb
-Wait -w Instructs the Command Processor None
to hold the command response or
query result until all spawned jobs are
completed.

Table 1 SMASH Commands
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B-9 Standard Command Options

The following table lists the standard command options.

CLP CLP Verbs
Option
2 2 =3 - o L] ° - 2 t o g
8 88 5 % =8 8/ % 2% 3¢
S| 8| © o = | =2 = ] [z ] g
all X
destination X
display X
examine X X X X X X X X X X
force X X X X X X X
help X X X X X X X X X X X X
keep
level X
Output X X X X X X X X X X X X
Source X
Version X X X X X X X X X X X
Wait

Table 2 Standard Command Options
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B-10 Target Addressing

To simplified the process of SMASH command execution, a file system called Target
Addressing was created as shown in the diagram below.

pwrmgtsvc1 ‘ ‘ logs1 ‘ ‘ sensors1 ‘
log1
{ record001 ‘ { sensor001 ‘
4 record002 ‘ { sensor002 ‘
# recordxxx ‘ # Sensorxxx ‘

Figure 4 Target Addressing Diagram

Terms Used in the Target Addressing Diagram

This section provides the descriptions of the terms used in the Target Addressing
Diagram above.

® "/"indicates the root of the system.

® "/system1” includes all major Targets.

® "/system1/logs1/log1"” includes all senor event logs.

® "/system1/sensors1"” contains the readings and information of all sensors.
® "/system1/pwrmgtsvc1” is used for chassis control.

® "show../logs1" allows you to issue SMASH commands for the system to per-
form the tasks of your choice. For example:

® |ssuing the command "show/system1/logs1"” while you are in "show../
logs1" will allow you to set the Absolute or the Relative target path.
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(Disclaimer Continued)

The products sold by Supermicro are not intended for and will not be used in life support systems,
medical equipment, nuclear facilities or systems, aircraft, aircraft devices, aircraft/emergency com-
munication devices or other critical systems whose failure to perform be reasonably expected to result
in significant injury or loss of life or catastrophic property damage. Accordingly, Supermicro disclaims
any and all liability, and should buyer use or sell such products for use in such ultra-hazardous ap-
plications, it does so entirely at its own risk. Furthermore, buyer agrees to fully indemnify, defend
and hold Supermicro harmless for and against any and all claims, demands, actions, litigation, and
proceedings of any kind arising out of or related to such ultra-hazardous use or sale.
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